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EXECUTIVE SUMMARY 
The REWIRE project team has worked in the definition of the Cyber Range concept and the 
establishment methodology of these virtual infrastructures. Moreover, the REWIRE Cyber 
Range platform and its roadmap has been proposed. 
 
This work has included: 

• analysis of the existing Cyber Ranges for educational purposes considering their 
taxonomy and architectures. Related Use cases have been also analysed; 

• a selection of the capabilities required for the REWIRE Cyber Range; 

• a detailed specification of the REWIRE Cyber Range platform and the roadmap 
associated to its deployment. 

 
By means of the REWIRE Project, the objective is to provide the infrastructure and expert 
knowledge for activities utilizing Cyber Ranges and provide the trainings and relevant 
certification schemes on selected occupational profiles (from the R3.3.1 – Cybersecurity Skills 
Framework). In fact, our goal is to create the REWIRE Cyber Range platform for the design, 
exchange and implementation of cyber-exercises for different levels and profiles considering 
the skills to be acquired.  
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INTRODUCTION 
Purpose and objective 
This document is produced in the context of WP4, “Tools directly connected to education, 
training and certification”. It presents the results of task 4.1, “Setting up a Cyberrange”.  
The task has a goal, according to the description of the project, that describe the objective of 
the document: 

1. Drawing on the experience of the partners and the pilot projects, the project team will 
devise a methodology/roadmap for the design, implementation and maintenance of a 
cyberrange. This methodology and roadmap will include contain aspects like Physical 
Infrastructure requirements, Software requirements (with emphasis to open source 
ones), People skills and financial aspects. 
 

The results are consolidated under the REWIRE Cyber Range platform and roadmap. 
 
Scope 
This document provides an analysis of the Cyber Range concept (taxonomies and 
architectures). Also, it proposes the REWIRE Cyber Range establishment methodology and 
defines the REWIRE Cyber Range platform and its deployment (roadmap). 
 
Structure of the document 
The first chapter of the report describes, in short, the Cyber Range concept, focusing on 
educational purposes, and the possible taxonomies and architectures. 
The second chapter of the document specifies the baselines and the most important 
characteristics of the future cyber range which will be implemented by the REWIRE project.  
In the third chapter of the report, the REWIRE Cyber Range platform is defined and, also, the 
roadmap for its establishment is presented.  
 
Readers of the document 
The readers of the document include: 

• IT professionals, to show them how to establish the REWIRE Cyber Range in their 
premises. 

• Training providers, to inform them about the REWIRE Cyber Range capacilities and 
requirements. 

• Cybersecurity professionals, to show them tools that they can use to improve their 
skills. 
 

Lifecycle of the document 
This document is the first version, focusing on the REWIRE Cyber Range platform definition 
and its establishment roadmap.  
This document references the vision of the REWIRE project at M23. Two yearly updates are 
planned at M36 and M48 within R4.1.1, as the REWIRE Cyber Range platform is established, 
the scenarios are deployed (T4.3 Scenario Sharing platform) and used during the REWIRE 
VOOCs (T4.2 Design and development of the REWIRE Curricula and Training Framework; T4.4 
Development of the REWIRE Virtual Learning Environment (VLE); T4.5 Cybersecurity VOOCs 
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delivery; T4.6 Design of Certification Schemes for selected Cybersecurity Occupational 
profiles). 

CONTEXT 
This section contextualises the document introducing the main sections and the work done 
around the R4.1.1 (Relevant projects and other WP work done). 
 
 

Cyber Range definition 
There is a global raising demand for cyber professionals and there is a skills gap to be covered 
to prepare professionals for the digitalisation of current and future systems. A complete and 
competent training can cover these needs. Furthermore, it should be focused not only on 
newcomers to the sector, but also on updating the knowledge of senior profiles who need to 
catch up. There are different ways of transmitting knowledge, different types of learning; 
from traditional methods based on lectures to the application of active methodologies where 
the students cooperate in their learning. In recent years, the use of Cyber Ranges has 
proliferated.   
 
The concept of a Cyber Range can be quite difficult to comprehend as many sources define it 
in a different manner [1]-[9]. In some cases, this concept is linked with a professional 
development solely while others put more emphasis on its educational side. After evaluating 
various definitions from both government agencies and companies in the sector, a Cyber 
Range can be defined as follows: 
A Cyber Range is a simulated environment where situational operations training, testing, 
research, and educational development can be performed. Therefore, the scope of Cyber 
Ranges is not only limited to organizations and professionals but also students and 
educational entities. The technology utilized for the creation of such environments is vast and 
it can be hardware, software, or a combination of both. This environment is closed and risk-
free which allows real-life scenarios to take place. Gaining hands-on skills, testing services or 
products, and performing security testing are the main use cases for Cyber Ranges. 
 
By means of the REWIRE Project, the objective is to provide the infrastructure and expert 
knowledge for activities utilizing Cyber Ranges and provide the trainings and relevant 
certification schemes on selected occupational profiles (selected by other Work Packages). 
WP3 of REWIRE project is in charge of reviewing and improving the European Cybersecurity 
Skills Framework v0.51 provided by ENISA. Once tasks, skills, knowledge and competences are 
clearly distributed between the 12 role profiles defined in this framework, is easy to 
understand what is needed for training each role profile. In fact, our goal is to create the 
REWIRE Cyber Range platform for the design, exchange and implementation of cyber-
exercises for different levels and profiles considering the skills to be acquired. 
 

                                                      
1European Cybersecurity Skills Framework (ECSF) - https://www.enisa.europa.eu/topics/cybersecurity-
education/european-cybersecurity-skills-framework 
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Cyber Range methodology 
The Cyber Range methodology in this document presents how REWIRE partners visualize the 
REWIRE Cyber Range should look like if unlimited resources are available for its 
implementation. The idea is to create an approach that defines the different capabilities 
needed to conduct the trainings that must be carried out in the project. And also design it so 
that it is scalable, can interact with other cyber ranges within a federated environment and 
that the result can be put into practice. The information gathered from other European pilot 
projects and the research work done on the state of the art of cyber ranges, will help in the 
design and methodology of the REWIRE Cyber Range. 
 
 

Cyber Range roadmap 
The Cyber Range roadmap in this document  defines the platform to be developed, specifying 
the architecture and components that will form it, as well as the process to follow step by 
step to be able to implement it. 
 
 

European Cybersecurity Blueprint 
WP3 develops the cybersecurity blueprint for the REWIRE project. This cybersecurity 
blueprint includes both a proposed skills framework, and a proposal for maintaining this skills 
framework beyond the lifetime of the REWIRE project. This has two potential policy 
implications. The first implication is the selection of an organization to maintain and publicise 
the skills framework. Several candidates will be examined and a recommendation formulated. 
The second policy implication is the content and scope of the skills framework, in order not 
to redo what has been done notably by ENISA. 
 
 

Reference projects and its relationship with Cyber Ranges 
There exist several European projects related to cybersecurity skills and training of 
newcomers and professionals in the cybersecurity sector. It is relevant for our project to 
understand the goal of these projects (the pilot projects CONCORDIA2, SPARTA3, ECHO4 and 
CyberSec4Europe5, and also other interesting projects), so the necessity of the REWIRE Cyber 
Range Platform is able to be understood. Next, we will highlight the main insights of each 
project and their relationship with cybersecurity skills and Cyber Ranges. 
 
CONCORDIA 
CONCORDIA’s approach to cyber ranges is based on cooperation through creating the content 
ecosystem rather than creating tight integration of cyber ranges. Content is also the most 
crucial part of the cyber range itself. Currently, these approaches are applied inside the 
consortium. CONCORDIA also promotes these approaches together with the idea of the open-
source cyber range and open content format. 

                                                      
2 CONCORDIA – Cyber security cOmpeteNCe fOr Research anD InnovAtion (https://www.concordia-h2020.eu/) 
3 SPARTA (https://www.sparta.eu/) 
4 ECHO – European network of Cybersecurity centres and competence Hub for innovation and Operations  
(https://echonetwork.eu/) 
5 CyberSec4Europe – CyberSecurity for Europe (https://cybersec4europe.eu) 
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CONCORDIA provides an open-source cyber range platform, so all consortium partners can 
use it to develop and run content for cybersecurity education. CONCORDIA also offers an 
open format for sharing the content, so it is easy to share it around the consortium. 
Delivering of such an open-source cyber range is part of CONCORDIA mission towards the 
integration of Europe’s cybersecurity competencies into the network of expertise to build the 
European Trusted, Secure and Resilient Ecosystem for Digital Sovereignty in Europe. 
Open-source cyber range makes hands-on cybersecurity education widely available for 
universities and organizations in Europe, as this is based on open infrastructure, open data, 
and open training formats, which provide a better chance of creating content. Furthermore, 
it can play the role of the basic instrument to form a new community around the platform 
that will exchange content and/or building blocks to improve training scenarios and make 
them reusable and available to everyone. 
 
SPARTA 
One of the objectives of the SPARTA project is to include cyber ranges to the practical hands-
on training of the work roles defined in the SPARTA Cybersecurity Skills Framework [10]. The 
SPARTA Cybersecurity Training and Awareness (WP9) aims to have practical impact on 
cybersecurity education by the deployment of training pilots. It focuses on the deployment 
of cyber ranges as virtualized infrastructures for training of cybersecurity abilities with 
emphasis on utilizing open-source ones to provide students with modern training methods 
without the need of assume large costs. SPARTA focuses more on the exploitation of cyber 
ranges than on their development and encourages their federation and the creation of a 
shared market place where universities and institutions can easily share training content. The 
project seeks for a safe and easy environment that allow own free definition of training 
scenarios and designing exercises according to individual institutions’ needs. SPARTA also 
contribute to training scenarios, focusing on hybrid trainings that combine virtualized 
infrastructures with physical devices, such as Industry 4.0 devices, IoT devices, critical 
infrastructure equipment and smart grids [11]. 
 
Moreover, SPARTA joined forces with CONCORDIA to build an ecosystem of participating 
institutions that share content, provide unique technical resources to other partners and 
cooperate on the organization of trainings that are hosted at multiple sites but accessible 
remotely from trainees’ homes [11]. 
 
Finally, as the design, verification and deployment of scenarios are costly and error-prone 
activities, SPARTA analyzes the way to avoid a misconfiguration in the scenario that can 
compromise the exercise and the training goals. SPARTA recommends the use of frameworks 
like CRACK, a framework for the design, model verification, generation, and automated 
testing of cyber scenarios [12]. 
 
ECHO 
Among the different main activities carried out by the project [13], the ECHO Federated Cyber 
Ranges (E-FCR) is one of the most relevant. The E-FCR is defined as a system to interconnect 
existing cyber range capabilities into a common multi-sector and multi-domain simulation 
environment for training, R&D and certification test. This cyber range ecosystem is a 
“Multipurpose virtualization environment supporting “security-by-design” needs. Provides 
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safe environment for hands-on cyberskills development and realistic simulations for improved 
system assurance. Virtual environment used as development and demonstration of 
technology roadmaps and deliver of specific instances of the cyberskills training curricula” 
[14]. The goal of the E-FCR is to interconnect existing cyber range capabilities through a portal 
operating as a broker between user requirements and a pool of available cyber range 
capabilities. Solving the problem of simulation of the complex realities and inter-sector 
dependencies is important, and the E-FCR establishes a mechanism by which the independent 
cyber range capabilities can be interconnected and accessed easily via a convenient portal for 
configuration and management. Within the E-FCR environment, users can develop their single 
and multisector cyber scenarios and request the portal to start the intended scenario from 
among a pool of interconnected cyber ranges operated by partners of the ECHO Network. For 
developing this E-FCR environment, ECHO partners decide that five major domains must be 
defined clearly: (1) User experience - how users of the Cyber Ranges and E-FCR interact with 
the tools, (2) Connectivity - current and future connectivity, (3) Scalability - ways to scale the 
platform, (4) Platform - Cyber Ranges platforms and integration of new tools, and (5) 
Exploitation - novel uses of the E-FCR platform. The development of the E-FCR addresses one 
of the challenges identified by ECHO partners, “Lack of cyber situational awareness in national 
critical infrastructure and gaps in defense-in-depth architecture hacking“ [15]. 
 
ECHO, also provides the ECHO Cyberskills Framework (E-CSF) [16] that aims at providing a 
foundation and practical guidelines for better defining the knowledge and skill gaps in the 
healthcare, transport and energy industries as well as for the development of cybersecurity 
education and training programs that address those gaps. The E-CSF is intended to serve as 
an inventory tool providing a common reference model for capacity building for the design, 
update and development of training programs and curricula (within the framework of the 
ECHO project and within the scope of relevant EU initiatives). ECHO project defines 4 use 
cases developed with the guidelines of the E-CSF and, for the design of the training 
programme, the Consortium put the focus on using E-FCR for the hands-on skills training. 
 
The work carried out in the ECHO project has generated a set of interesting articles where: 
the E-FCR as a marketplace for cyber range services accesed via a portal is deeply presented 
[17], use cases with complex scenarios that need resources of several cyber range platforms 
are solved applying the E-FCR [18], the added value that cyber ranges bring in development 
of technology roadmaps, cyberskills development and certification testing is demonstrated 
[19],  the current state of the art and future of european cyber range ecosystem is defined 
[20], and finally, the security gap in training cybersecurity for IoT environments is addressed 
with the implementation of an IoT Cyber Range with virtual and physical implementations, 
and supporting concurrent execution of multiple scenarios in a scalable way with a modular 
architecture [21]. 
 
CyberSec4Europe 
As CyberSec4Europe consortium states “The lack of such an education will pose a grave risk 
for all stakeholders in the European society. There is also a need to identify what skills and 
competences, and at what level, are needed in the various Cyber Security roles” [22]. For this 
reason, the project reviews the most common Cyber Security-related professional 
frameworks and analyses challenges and needs for quality Cyber Security education for 
professionals and establishes a framework for Cyber Security professional categories, and a 
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scale for assessing the skills and skill levels for a category in the framework. Also, a review of 
European MSc programmes in cybersecurity at University level is performed for identification 
and prioritization of the cyber skills needed for this level of education, and the investigation 
of existing cybersecurity curricula [23]. The main objective of these reviews is assuring that 
people wanting to learn cybersecurity have good educational resources and that exists some 
form of criteria for presenting evidence of their qualifications for positions relevant to 
cybersecurity. 
 
As it has been seen in the other pilot projects, cyber ranges sound as a feasible solution to 
provide the needed training to cover cyber skills for different profiles. CyberSec4Europe 
project delivers a report on existing cyber ranges, requirements from industry and vertical 
sectors, based on their research and interviews with experts [24]. This report contains 
requirements of connections and services including specifications for implementation and a 
proposal for more fine-grained definitions for cyber range federation (Operational Federation 
and Technical Federation). The objective of CyberSec4Europe is not developing and 
implementing its own cyber range but it is focused in finding the best tools and ways to 
provide education and training using this kind of platforms. The project introduces an open-
source tool for building lightweight virtual laboratories for cybersecurity education, testing, 
and certification [25]. For validating the tool, the relevant user roles and scenarios in which 
these users might need such a tool are listed and similar existing tools are reviewed (other 
lightweight, locally virtualized labs and cyber ranges). The authors argue that these tools fulfil 
the needs of the mentioned user roles only partially, but not entirely. Therefore, building 
blocks for the proposed tool are presented, the Cyber Sandbox Creator (CSC)6, their 
advantages and disadvantages are discussed and the architecture of the CSC and the virtual 
lab is explained (environment composed of several components running on a single host 
computer and optional components hosted remotely). 
 
Moreover, meeting the needs and requirements of cyber range’s end users and the event 
targeted at them, two or more cyber ranges7, cyber arenas8 or testbeds9 can be 
interconnected, i.e. technically federated. Thus, the resulting federated cyber range can offer 
to the end users a technical platform that contains the features and the functionalities of the 
federated ranges, forming a single larger environment that the end users access and use [26]. 
In a CSE (CyberSecurity Exercise), network reliability, throughput, latency and security are the 
key factors necessary not only to provide a smooth CSE experience to the participants, but 

                                                      
6CSC - Cyber Sandbox Creator. A tool that can generate portable definition files and build virtual environments 
using VirtualBox, Vagrant, and Ansible from a simple YAML definition of topology. The combination of these tools 
makes it possible to create virtual machines connected with virtual networks with minimal effort, even on a 
desktop computer (https://gitlab.ics.muni.cz/muni-kypo-csc/cybersandbox-creator) 
7 Cyber Ranges - Technical platforms that contain cyber-physical, simulated, emulated (or a combination of 
those) information or operational technology (IT/OT) systems, networks, processes and data. Cyber security 
research and development, certification and development of indivuals’ and workforce knowledge, skills and 
abilities can take place in a cyber range. Cyber ranges can also be used for certification and to develop 
organisations preparedness responding to a cyber-attack or incident. The perspective and requirements for 
developing a cyber range are often narrow and limited to a specific area of interest [26]. 
8 Cyber arenas - State-of-the-art modern and complex cyber security exercise platforms, containing e.g. simulated 
Internet and varied organisation environments [26]. 
9 Test beds – They are even more focused than cyber ranges, and they are used, for example, for technology 
development, testing, and demonstration] [26]. 

https://gitlab.ics.muni.cz/muni-kypo-csc/cybersandbox-creator
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also to fulfill the requirements a cyber range operator and owner has set. CyberSec4Europe 
use cases implemented, demonstrate that open-source software-only SD-WAN technology 
could be used to technically federate cyber ranges in cross-border events [26]. 
 
CRACK 
Cyber ranges in general can simulate different kind of systems or part of the system with 
upmost challenge to achieve realistic simulation. Ranges can vary from single nodes to 
complex systems with hundreds of nodes and other supporting infrastructure. To be able to 
develop, verify, test, and deploy any kind of cyber range scenario, a framework is needed to 
describe the range and provide a way to “translate” it to a provisioned infrastructure. Every 
cyber range which is not statically built, needs those mechanisms to provision a specific 
scenario and their infrastructure elements. Usually those mechanisms are vendor-specific, 
developed to work with a specific cyber range with all its specifics. That approach makes 
almost impossible to share or exchange cyber range scenarios between different systems. 
There are no standard frameworks which are accepted by different systems or vendors. 
However, there are different proposed frameworks which are trying to achieve this goal to 
provide a framework to efficiently design, verify, test, provide and most importantly to share 
and exchange cyber range scenarios.  
 
One of the proposed frameworks which tries most widely to embrace all the specifics of cyber 
range scenarios is CRACK abbreviated from “Cyber Range Automated Construction Kit”. The 
purpose of CRACK framework is to automate the design, model verification, generation, and 
testing of cyber scenarios. The framework relies on CRACK SDL, a Scenario Definition 
Language based on TOSCA, an OASIS standard for the specification and orchestration of 
virtual infrastructures. This approach, using and SDL based on TOSCA, allows wide capabilities 
on infrastructure provisioning since it is accepted by different orchestration platforms. The 
most widely used implementation of TOSCA is a project supported by Apache Foundation 
Aria, which is used in many orchestration platforms like Cloudify, Open O and ONAP.  
 
Beside the provisioning, CRACK focuses on efficient verification and testing, as those 
processes are very error prone. Also, the other important concept around CRACK framework 
is the definition of vulnerabilities as part of every scenario. Vulnerabilities are considered as 
a cornerstone of every scenario and they can involve different elements discussed, e.g., a user 
setting a weak password or an application failing in sanitizing an input.  
 
The CRACK framework is covered by a paper “Building next generation Cyber Ranges with 
CRACK” published in April 2020. Beside the paper, the supporting code with examples is 
publicly available on github. The paper describes the problem of efficient cyber range scenario 
provisioning, analyzes other existing systems and frameworks, and gives its approach proving 
it on example scenarios. The work was partially funded by the Horizon 2020 project "Strategic 
Programs for Advanced Research and Technology in Europe" (SPARTA) and by the Italian 
Ministry of Defense PNRM project "UNAVOX". 
 
The strengths of the projects are the reliance on a widely used TOSCA framework with an 
ability to build complex scenario infrastructure and the coverage of the validation and test 
stages in scenario development. On the other hand, the framework still not covers some 
other metadata needed for efficient scenario description like the description, writeups, 
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scenario workflow, abilities to define other part of the cyber range infrastructure like attack 
engines, user traffic and action generator etc. 
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1 CYBER RANGES FOR EDUCATIONAL PURPOSES 
This chapter will provide an introduction of the so-called Cyber Ranges (CRs), what they are 
as well as the functionalities and capabilities that allow, which technologies and environments 
are involved and use cases covered by them. 
 

1.1 Definition of a Cyber Range 
With the development of the digital society, the demand for cyber security professionals is 
constantly growing. Therefore, their education and training are a priority for many countries 
and the European Union, which calls for developing cyber security skills and training 
environments. For this reason, emphasis is placed on a hands-on approach, allowing them to 
gain real-world experience, for example, in dealing with a cyber security incident. This is 
precisely the purpose of the training environments referred to as cyber ranges. 
 

1.1.1. Definition according to researchers 
The research performed in [6] introduces the concept of Cyber Range and its applications. 
According to this paper, the CR is a real-life simulation tool for educational training, testing, 
and R&D. CRs are complex and can offer different capabilities according to the infrastructures 
they are developed on. It can have different applications, ranging from training to industry 
development.  
 
According to researchers in [7], research and development, and training are some 
applications of Cyber Ranges. CRs are closed environments which mean real cybersecurity 
attacks can be performed. It is aimed at professionals and beginners. The concept of the cyber 
arena arose as this domain requires complex environments to be simulated. 
 
Cybertropolis [8], a cyber-electromagnetic range of the United States, with a wide range of 
areas of research and development (being cybersecurity one of them), states that a cyber 
range allows training, experimenting, and performing exercises in an environment. One of the 
main takeaways that the author conveys is that real-world technology cannot be compared 
to virtualized technology. 
 
Last but not least authors describe current state of the art in the area of cyber ranges in EU, 
its value for cybersecurity training, and possibilities of its further development in [19]. 
 

1.1.2. Definition according to public and private organizations 
The definitions of this section can be highly subjective to the organization or company and its 
purpose. That is, an entity dedicated to testing products will not mention that it can also be 
used for educational purposes. 
 
The NIST (National Institute of Standards and Technology) [1], the well-known American 
technological government agency, defines Cyber Ranges as “interactive, simulated platforms 
and representations of networks, systems, tools, and applications. They typically provide a 
safe, legal environment to gain hands-on cyber skills and a secure environment for product 
development and security posture testing. Cyber Ranges can and must play a central role in 
facilitating and fostering cybersecurity education, training, and certification. These critical 
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tools may include actual hardware and software or may be a combination of actual and virtual 
components.“  
The description above gives very concrete characteristics of a CR. First, it is specified that it 
might be composed of hardware or software or a combination of both. In addition, it details 
that they are essential to promote education on cybersecurity and provide a free-risk space 
to develop and test products. 
 
The ECSO (European Cyber Security Organisation) [9] defines a Cyber Range as “a platform for 
the development, delivery and use of interactive simulation environments. A simulation 
environment is a representation of an organisation’s ICT, OT, mobile and physical systems, 
applications and infrastructures, including the simulation of attacks, users and their activities 
and of any other Internet, public or third-party services which the simulated environment may 
depend upon. A cyber range includes a combination of core technologies for the realisation 
and use of the simulation environment and of additional components which are, in turn, 
desirable or required for achieving specific cyber range use cases.“ 
This organization emphasizes the idea that a Cyber Range is more than a simulation 
environment created for a specific purpose, it must have additional capabilities and expose 
specific functionalities to end users and is able to change for incorporating future 
requirements in a more dynamic way. 
 
Aries Security [2], a manufacturer of cyber training range and skill assessment suite, and CR 
content developer, a company that hold membership in AFCEA10, AUSA11, FBI Infragard12 and 
NGAUS13 organizations, defines a CR as: "a platform that provides hands-on cybersecurity 
practice to teams of professionals. Cyber ranges provide a secure, legal environment for 
cybersecurity education, practice, and cyber warfare training. Threat isolation is ensured by 
providing trainees the ability to recognize and respond to real-world challenges in a controlled 
environment. This approach guarantees that client infrastructure and data is never at risk as 
a result of cybersecurity training.” 
Aries Security states that cyber range customers include military and government agencies, 
universities, and private companies. They also define common features of Cyber Ranges 
which comprehend several components like LMS (Learning Management System), realistic 
training environment (with a trending to a blended environment between virtual and physical 
setups), curriculum, gamification and reporting. The company have developed a list of 
features that an ideal cyber range solution should have: tools-agnostic, focus on 
comprehension and competency, replay value, at-a-glance reporting, customizable and 
scalable, Internet connection not required, easy to set up and deploy, offers a variety of 
cybersecurity skills and ability to award CPE credits (continual professional education) to 
maintain specific cybersecurity certifications.   
 
CyberWiser.eu [3], an environment used to train experts in the sector of cybersecurity, 
depicts that CRs “provide a multipurpose virtual environment in which organisations can test 

                                                      
10 AFCEA. Armed Forces Communications and Electronics Association (international) 
11 AUSA. Association of the United States Army 
12 FBI Infragard. A partnership between the Federal Bureau of Investigation (FBI) and members of the private 
sector for the protection of U.S. Critical Infrastructure 
13 NGAUS. National Guard Association of the United States 
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critical capabilities and reveal how effectively they integrate people, processes, and 
technology to protect their strategic information, services, and assets.“  
In this definition, it can be observed how the concept of a CR is linked to providing a safe 
environment where an organization can test new products and services to evaluate their 
effectiveness on different levels. The website describes that CRs exist on virtualized 
infrastructure. It is worth mentioning that it does not specifically describe its usefulness in 
educational settings. 
 
The digital platform GovTech [4], dedicated to IT articles, posted and article where a CR is 
defined as “a controlled virtual environment where all of the worst fruits of the criminal 
hacker's labors can be visited upon an unsuspecting victim — and repelled, again and again, 
by white hats in training until their craft has been honed and their profession perfected.“ 
According to the Michigan Cyber Range, which is described in [4], the scope of cyber ranges 
includes government entities and academic organizations, and universities. Its primary 
purpose is to prepare for real-world scenarios as well as provide product testing and research.  
In the article, it is not specific which form cyber ranges take if it is only software or also 
includes hardware. Therefore, it does not seem to give emphasis on what it is composed of 
as long as it achieves the objectives specified. 
 
According to CloudShare [5], a cloud provider, a cyber range is “a virtual environment that 
companies can use for cyber warfare training and software development. These complex IT 
environments allow companies to practice handling specific real-world scenarios, train 
employees and customers on the latest threats, and they are essential for combating modern 
cybercrime.”   
It is important to contemplate that the entity that provided this definition is a company. Due 
to that, it specifies the application of cyber ranges is specific for companies and not for 
academic purposes. In addition, they state that cyber range is a virtual environment, a specific 
feature that not all sources share. 
 
As has been observed, there is a wide variety of definitions for the Cyber Range concept 
depending on the purpose of the organization/institution or the scope of application. It is 
important to extract the common basic features and capabilities between all these definitions 
to form a definition that encompasses all use cases and suits the needs of the REWIRE project. 
 

1.1.3. Common definition and characteristics of a Cyber Range 
After having explained what Cyber Range means for the previous entities, this section will 
compare the main characteristics and provide a definition based on their comparison. ¡Error! 
No se encuentra el origen de la referencia. illustrates the level at which sources agree and 
disagree. The conclusions of this table will help to form a general definition of the Cyber 
Range. Although there are many other characteristics, the table includes those that are 
common in most of the sources and also those features that have different points of view 
depending on the source. 
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Principal Characteristics  

Level of Agreement 

Disagree  
Somewhat 
disagree 

Neither 
agree or 
disagree 

Somewhat 
agree 

Agree 

Cyber Ranges are simulated 
environments to represent a 
real scenario.  

    X 

A Cyber Range is a virtual 
environment.  

  X   

Cyber ranges are constructed in 
such a manner that will not put 
at risk any network actively 
operating.  

    X 

Can be composed of a 
combination of virtual 
components, software, or 
hardware. 

   X  

Ability to interrelate various 
cyber ranges.  

   X  

Aimed to improve and test a 
product or service before 
releasing it.  

    X 

Targeted not only to 
professionals and organizations 
but also universities and R&D.  

 X    

Environment to test ideas, learn, 
and evaluate services.   

  X   

Table 1. Comparison of Cyber Range characteristics 

As it is shown in the sum up of the main characteristics, a Cyber Range is more than a tool for 
research, development and testing for businesses, but also a source of knowledge and a 
training tool for both experienced staff and newcomers to the cybersecurity field. One of the 
reasons why Cyber Ranges have become relevant is that it can take many shapes and forms, 
and, also, has multiple use cases (Table 2). 
 

Type of 
environment 

• Controlled 

• Risk-free 

• Legal 

Target 

• Security Professionals 

• Corporates and strategic decision makers (private and 
government) 

• Government and military agencies 

• Academia (educators, students and researchers) 

Use Cases 
• Security Testing 

• Security Research 
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• Competence Building 

• Security Education 

• Development of Cyber Capabilities 

• Development of Cyber Resilience 

• Competence Assessment 

• Recruitment 

• Digital Dexterity 

• National and International Cybersecurity Competitions 

Components 
• Hardware 

• Software 

• Virtual 

Technology 

• Hardware-based 

• Virtual-based 

• Cloud-based 

• Combination of the above 
Table 2. Main Characteristics of a Cyber Range 

Hence after evaluation of various definitions and commonalities in the characteristics, a Cyber 
Range can be defined as follows: 
 

REWIRE Project‘s definition of a Cyber Range 
A Cyber Range is an environment where situational operations training, testing, research, 
and educational development can be performed. Therefore, the scope of Cyber Ranges is 
not only limited to organizations and professionals but also students and educational 
entities. The technology utilized for the creation of such environments is vast and it can be 
hardware, software, or a combination of both. This environment is closed and risk-free 
which allows real-life scenarios to take place. Gaining hands-on skills, testing services or 
products, and performing security testing are the main use cases for Cyber Ranges. 

 

1.2 Surveys on Cyber Ranges 
The aim of this section is to provide an overview of the current state of Cyber Ranges: 
currently CRs implemented, their implementation, technologies and tools used, areas of 
applications, and so on. This information would be used as and additional input to the 
taxonomy for the design of the REWIRE Cyber Range, considering the actual implementations 
and future trends. 
Different articles have been reviewed and specific surveys have been selected as interesting 
documentation that bring together this type of information on various Cyber Ranges. 
Concretely, the following two surveys sum up CR information to consider: 

• A Review of Cyber-Ranges and Test-Beds: Current and Future Trends [27] 
• Cyber Ranges and TestBeds for Education, Training, and Research [28] 

 
Both surveys carry out an extensive analysis of Cyber Ranges and Testbeds, understood as 
systems that can help in cybersecurity awareness in different environments and at a different 
level (i.e. focusing on Military, educational or security testing issues, among others, is not the 
same). As has been observed in both surveys, training based on CRs and TBs (TestBeds) can 
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help instill a greater understanding of the evolution of an attack and the methodology to be 
developed to apply adequate countermeasures in order to minimize security breaches. 
The research done in [27] only considered papers published between 2015 and 2020. The 
authors search in five databases: ScienceDirect, IEEE Explore, Springer, Wiley, and ACM. They 
focus on TestBeds in the Internet-of-Things (IoT), Smart Grid and Cloud disciplines driven by 
the goal of predicting future requirements of the current dominant areas of application of 
TBs. The first finding was that the number of publications for all domains increases along the 
years, demonstrating and extensive research and interest in cyber-security and Test-beds. 
The review performed on the same databases fot CRs was restricted to the current prominent 
applications areas (Military, Defence and Intelligence (Military), Education and Research 
(Education), and Industry and Commercial sectors (Industry)). 
 
A growing interest is highlighted from 2015 to 2019 in all application areas, except in 2020 
when a slight decrease in research is noted (whether Articles, Chapters or Conference 
papers). Also, most of the databases consulted show a growth in publications related to 
Education from 2015 to 2019, except 2020. The extensive usage is driven by the need to be 
cyber-security prepared against persistent threats to critical infrastructures and businesses. 
The survey [27] presents a total of 44 CRs and 5 TBs analyzed. The predominant aplication 
domain for CRs is for academic purposes in education and research (31%), while in the 
previous years CRs were mostly used in the training for cyber-security (more focused for 
professionals in the sector). Three of the five TBs identified were applied in academia for 
education and research purposes. Institutions that provide education and research are mostly 
public with international collaborative perspectives, thereby suggesting an inter-relationship. 
Thus, public and federated CRs are predominant in use at 30%, respectively, while private at 
24%. The rest, are combinations between public, private and federated. From perspective of 
TBs, only one is public and the others are private. 
 
Most of the CRs and Testbeds analysed do not provide information about the mode of 
deployment (only 15 were classified within this category). Cloud deployment is the choosen 
method for all 15 CRs, and some of them also provide VPN access to the system and exercises. 
Also researchers classify the CRs and TBs in the following specialty areas to clarify their 
purpose: security and software testing, attack simulation, cyber security exersice, penetration 
testing, ethical hacking, network security, system security, ransomware attacks, monitoring, 
threat and vulnerability, digital forensics, CTF, training and research. Specialty areas of cyber 
security exercise, training and researh are the more commons. 
 
Team formations (red, blue, white, yellow, and so on)14 are a key element to consider in 
training because teams formed depend on type of exercices provided by the CR. According to 
the survey, many CRs are dedicated to cyber-attack and defense training and exercises (red-
blue at 67%). Other team combinations like red-blue-grey, red-blue-green, red-Blue-Green-
White-Yellow and Red-Blue-Purple are close to 10% but below. 
 
Regarding the testing environment, Virtual-Machines and Sandboxes are the most common 
in CRs. TBs normally use Hardware or Hybrid implementations. For the method of 
experimentation, simulation is the most common implementation methodology at 60% for 

                                                      
14 Information about Team formations considered in the REWIRE project is explained in section 1.3.3. 
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CRs, followed by emulation at 38%, overlay at 8%, and finally live scenario demonstrations at 
4%. Emulation is the predominant method for TB implementations. 
 
There are not front-end technologies in TBs due to predominance of OT/IT environment. The 
document provides a summary of whether it is possible to find in the articles analyzed the 
Core Technologies, Infrastructure Technology and Front-end technology used by CRs. Of the 
25 CRs analyzed in this section, all provide information about Core technologies (13 of them 
simulation, 7 emulation, 2 hybrid, 3 live scenario). 21 provide Infrastructure and Front-
technology Information and 4 without information about these two categories. Also the main 
characteristics of the TBs classified in those necessary for testbed in real time and off-line are 
presented. 
 
Scenarios depend largely on the application and the architecture of the network and adapt to 
the training goals. The relationship between the goals of the training and the optimum 
scenario remains fundamental in the assessment of the positive value of CRs or TBs. The 
article outlines how to carry out the design, validation and deployment of scenarios. 
 
Future trends highlighted by researchers in [27] point to Real-time Auto-configurable 
Systems, where automation of some processes take relevance. Automation of: the VMs 
building, the system networks builds-out (end hosts, routers, firewalls, and servers creation), 
and the preparation and management of CRs using a pre-defined specification (basic 
functions for establishing the infrastructure and its security settings). Also, some current 
projects are focusing in setting user-specified constraints to generate complex cyber-ranges 
and the integration of AI engines to be able to generate scenarios including last vulnerabilities 
and exploits. Other trend is the use of smart, mobile and integrated technologies for TBs 
implementation achieving mobile cyber-physical system evaluation in live networks very 
similar to the real ones. Moreover, merging the features of CRs and TBs to yield and hybrid 
type of cyber-security system is a real objective to get in the next years.   Finally, training with 
augmented reality technology offering the possibility of interaction with different parts of the 
systems and the possibility to easily modify and adapts the scenario with programability, is 
another current trend. 
 
About future technologies, researchers consider 5G/6G technologies to provide a seamless, 
faster, and low latency-based CR and TB deployments using virtual machines, sandboxes or 
containerised technologies. Furthermore, the use of containerisation technologies, reduces 
system downtime by 76.66%, migration time by 65.55%, scalability (volume of data 
transferred) by 76.63%, throughput (number of transferred pages) by 76.78%, overhead costs 
reduced with regards to CPU utilisation by 55.89% and RAM utilisation by 76.52%. 
Containerised technology costs less, guarantees more system up-time and saves times, and 
provides scalability and portability, gain flexibility, reduce complexity while providing 
extensibility, ease deployment, management and resilience of their cloud-based 
environment. 
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1.3 Taxonomy of Cyber Ranges 
The research done in [29] sum up a lot of information about existent cyber ranges (relevant 
for their study) and security testbeds (until 2018). It can be useful for helping us define the 
characteristics that we want/need to implement. This is a unified vision of the authors formed 
with all papers consulted.  
 

 
Figure 1. Taxonomy of a cyber range proposed by researchers in [29] 

This unified vision has been combined with the expertise of the partners involved in this 
deliverable to define a taxonomy of Cyber Ranges that can be used for the REWIRE Cyber 
Range. 
 

Objectives (redefinition of the Scenario→Type presented in [29]) 

The options about the specific objective for which the CR is built are defined below. 

• Training – the most prominent mean of usage is for direct capacity building – provide 
a less time consuming, realistic, and effective trainings. Trainings can also differ 
depending on the type of institution where the trainings are performed and the 
audience. According to these differences the following training categorization can be 
established: 

o Trainings in Higher Education Institutions (HEI) – mostly as a support to carry 
out the regular curricula as labs, and in some cases also as extracurricular 
activities in talent management and capacity building programs. 

o Vocational Education and Training (VET) – similarly with HEI, but the trainings 
can be more goal orientated and more specific. 
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o Institutional (or In-house) – trainings required to build the required skills 
needed in the organization. Can be used for onboarding, building new skills 
and retraining (usually from generic IT to cyber security). 

o Continual education – can be also categorized to institutional education, but 
it differs by the way the trainings are performed.  Continual education, 
contrary to one-off trainings have shorter form, usually performed without 
instructors in longer period. (e.g. secure software development for 
developers). 

• Certification/evaluation/hiring – this usage focuses on assessing the required skills 
according to specific needs or baselines. CR can provide practical, real-world skill and 
ability assessment whether is used as a part of some certification, evaluation for 
specific roles and positions, or as part of hiring. 

• Competitions – beside the essence of the competitions to provide some recognition, 
competitions with its main characteristic gamification also act as a major incentive for 
further trainings and capacity building in general. Cyber competitions can have 
different goals: competition – measuring the abilities of individuals or teams, to 
incentivize trainings, to enhance the team and the teamwork. Generally, two 
prominent types of cyber competitions can be recognized: 

o (Jeopardy-style) CTF (Capture the Flag) completions – where the competitors 
have to solve different task from different categories. Those tasks are usually 
specific, not involving complex infrastructure or scenarios. 

o Cyber ranges / exercises in a specific meaning – based on more complex, real-
world scenarios, and simulated infrastructure. Usually planned for specific 
roles – see Teaming or mixed like attack-defense. 

• R&D and Forensics – Cyber ranges can be efficiently used for research and 
development and for forensic analysis as a specific simulation environment, as a 
sandbox where all the required activities can be performed without a harm on a 
production infrastructure. Cyber ranges provide efficient provisioning of the 
simulated systems and can be easily customized for specific needs. 

 
The following subsections define each of the blocks presented in Figure 1. 

 

1.3.1 Scenario 
Defines the execution environment as well as the storyline that indicates the execution steps 
of a test or a training exercise. 

• Purpose: objectives of the scenario. 

• Scenario Description (added to the taxonomy presented in Figure 1): the scenario 
description represents all the information and meta-information required to deploy 
and execute the scenario. The scenario description should include at least the 
scenario model definition which describe (depending on the overall capabilities of the 
CR): virtual machines/containers, networks and connections with the 
machines/containers, the storyline, monitoring hooks, tool configuration. Beside the 
required information to provision the environment, other meta information could be 
included: title, purpose, scoring, type, hints, writeup, different categorizations etc. 
The scenarios can be statically defined based on specific scripts or use some form of 
Infrastructure as Code (IaC). 
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• Lifecycle/Management: It involves creating, generating, editing, deploying and 
executing a cyber security scenario.  

o Creation/editing: 
▪ Options: A designer dashboard in which different components of a 

scenario are presented, and can be used to develop new scenarios. Or 
components to generate cyber security scenarios using different 
automation techniques. 

▪ The scenarios are created mostly in a human and machine-readable 
language like XML and JSON, which is then executed on a compiler to 
deploy the scenario.  

o Deployment components responsible for deploying network resources, 
applications, vulnerable software or systems, etc.  

o Execution: module that can control the scenario flow, like start, stop and 
pause scenario execution. 

o Generation: have components that are used to generate different events 
within the scenario execution (i.e. automatic attacks, traffic generation). 

• Storyline: tells a single or multiple stories about how the exercise will be executed. 

• Type (definition modified from the one presented in [29]): indicates whether the 
scenario is static or dynamic. We define a scenario to be static, if it includes a static 
environment, and no changes are applied during the execution of the exercise. 

• Domain: application domain of the scenario. (1) hybrid network applications, (2) 
Networking, (3) SCADA systems, (4) social engineering, (5) IoT systems, (6) critical 
infrastructure, (7) Cloud based systems, and (8) autonomous systems. 

• Tools: tools which are needed for the creation of the environment of the scenario, or 
tools which are used in the development of a storyline. 
 

1.3.2 Environment 
Scenario execution environment type and different event generation tools that are used in 
scenario environments.  

• Type: Emulation, simulation, hardware, hybrid. Sometimes is difficult to 
simulate/emulate specialized hardware (IoT, SCADA and critical infrastructure) 
environments.   

• Generation: User (behaviour), Traffic, Attack. Simulation and modeling techniques for 
cyber security scenario execution.  

o Attack generation:  The execution of attack pattern according to the scenario.  
▪ No attack – there is no dynamic attack pattern in the scenario, during 

the execution of the scenario. 
▪ Triggered attack – attack based on scenario script triggered either 

manually, on specific time of the scenario timeline or based on the 
previous actions which are monitored by the CR. 

o Traffic generation: simulation of legitimate traffic to provide more realistic 
experience and to mask the attack patterns.  

o User behaviour and Non-Player Character (NPC) emulation – can include also 
legitimate traffic generation, but more specifically emulates user’s behaviour 
both for making the scenario more realistic, and as a trigger of attack patterns 
to create complex cybersecurity exercises. 
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• Access (added to the taxonomy presented in Figure 1): Type of user access to the 
environment. The environment could be accessed locally and/or remotely. Remote 
access could be achieved using some VPN technology and/or web-based access. 

• Virtualization (added to the taxonomy presented in Figure 1): Supported virtualization 
concepts on which the infrastructure relies: 

o No virtualization: Static content where no virtualization is needed (eg. 
attached binary files, PCAP files, etc). 

o Conventional virtualization: using conventional hypervisors and containers. 
▪ Hypervisor-based: hardware abstraction - hypervisors like 

containVirtualbox, Vmware, XenServer, Hyper-V, QEMU, etc. 
▪ Container based: operating system abstraction – usually docker or 

kubernetes. 
o Cloud virtualization: using cloud virtualization solutions which provides 

higher flexibility and orchestration capabilities. Cloud virtualization could be 
deployed in three different models: 

▪ Private cloud: eg. OpenStack, CloudStack, OpenNebula. 
▪ Public cloud: eg. AWS (Amazon web Services), GCP (Google Cloud 

Platform). 
▪ Hybrid cloud: combining private and public cloud approach. In case of 

private clouds combination with public clouds, offer also scenarios 
including cloud provider specific services (eg. vulnerabilities of 
misconfigured AWS services). 

• Capacity (added to the taxonomy presented in Figure 1): the number of users and 
teams supported by the system. The CR can support multiple independent 
simultaneous scenarios which depends on the resource limits. The number of users 
and different team roles on single scenario depends on the types of scenarios (see 
Teaming). 

 

1.3.3 Teaming 
Color coded teams represent individuals and group of individuals that design, develop, 
manage, and participate in a cyber security exercise or a test. Team roles that are being 
automated by different tools and techniques are considered as autonomous teams. The CR 
and the specific scenarios can support a specific team approach or mixed like attack-defense 
(red team/blue team). The main color coded teams considered in the cybersecurity life cycle 
are the following:  

• Red team: a form of information security assessment in which cyber- security 
adversaries are modeled to identify vulnerability present in a system during an 
exercise or a test. Red team uses attack tools, such as scripts for exploitation, malware 
or backdoor to inject targets, products for interception of data flows, abnormal traffic 
generators and so on. 

• Blue team: is a form of active defense against an active attack on a cyber security 
exercise and test environment. Blue team uses tools for performing security analysis, 
management of incidents and digital forensics such as, for example, analyzers of 
vulnerabilities, monitoring tools, sandboxes and so on. 



REWIRE - Cybersecurity Skills Alliance 
A New Vision for Europe 

R4.1.1 - Cyber Range Establishment 
methodology and roadmap 

 

PUBLIC 

 

25 

• White team: designs the exercise and experiment scenario, objectives, rules and 
evaluation criteria. They set a set of rules of engagement between red and blue team, 
inject the vulnerabilities in the environment for patching and exploitation. 

• Green team: responsible for the development, monitoring and maintenance of the 
exercise infrastructure designed by the white team. Green team uses tools for 
Infrastructure Monitoring like Hypervisors, Routers, and so on. 

 

  
Other teams not present in the cyber security exercise life cycle should be considered. An 
example is Yellow Team, whose members are responsible for developing the security system. 
They use tools to manage security, improve defense perimeter or internal such as, for 
example, Intrusion Detection Systems (IDS) or Intrusion Prevention Systems (IPS), firewalls, 
antivirus, antimalware, and so on. 
 

1.3.4 Management 
Assignment of roles and duties to individuals and teams. Allocation of computational and 
other resources required for conducting a cyber security exercise, or a test, and the overall 
management of the cyber range.  

• Roles: classifies the methods, tools and techniques with which the identities and roles 
of individuals and teams involved in a cyber security exercise, or a test, are managed. 

• Interfaces. dashboards that graphically presents the current state of cyber range and 
security testbeds or special portal for communication. 

• Range management: classifies the methods, tools and techniques with which the 
holistic view of overall cyber security exercise, or a test, is presented in portals and 
dashboards. 

Figure 2. Types of teams 
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o a reporting module that is responsible for starting, enrolling devices and 
simulating. 

o a remote desktop component that is used to initialize, start, monitor, and 
terminate remote desktop connections to machines. 

o an API to manage remote access between different components of a cyber 
range. 

o a proxy that enables running remote code and integrate different physical 
components. 

• Command and control. A control component that represents the main command and 
control for all the resources and services present. 

• Resource management:  classifies the computational resources like processing 
frequency, memory and disk space required for conducting cyber security exercise, 
or a test. 

 

1.3.5 Learning 
Learning and tutoring component. Examples: (1) text, images and multimedia clips, (2) after 
action analysis module that operates over the complete experimental data set, (3) a score bot 
that is responsible for monitoring the status of the services and calculate the score for each 
team, (4) use a scoreboard in which progress of participants is presented based upon the task 
they completed. 

• Scoring: uses data from monitoring systems in order to give performance related 
semantics to the low-level technical events observed during monitoring. Also used to 
measure the teams and test progress during an exercise, or a test. 

o Methods: based upon achieving a specific objective, i.e. flags, or it is done by 
analyzing logs. 

o Tools: software and hardware tools (i.e. flags submission dashboards, log 
analyzers, etc.). 
 

1.3.6 Monitoring 
The methods, dashboard, tools and layers at which real time monitoring of cyber security 
exercises and tests are performed. 

• Methods: automatically with the use of tools that gather data for analysis (data 
collection and analysis module), or manually by human observers. 

• Tools: software and hardware tools for monitoring of cyber security exercises and 
tests (SIEMs, IPS, etc.). 

• Layers: monitoring can be performed at multiple TCP/IP layers, in case of an 
operation-based exercise; or at an abstract social layer, in case of a table-top exercise. 

• Dashboard: specialized dashboards preset in the architecture to present the 
monitored information. 
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1.4 Commonalities in an Architecture 
There are several variants in CRs architectures. However, it has been found that the 
architecture presented in Figure 3  covers the vast majority of cases that could occur. It does 
not consider internal automation that could alter the blocks. 

 
Figure 3. Sample Architectural Components of a Cyber Range [9] 

 
As it is shown in the figure, three logical blocks can be differentiated. The Cyber Range User 
Interface (UI) controls user interaction with the platform and includes the front-end of the 
application. This is where users take advantage of Cyber Range's functionalities and 
capabilities to operate in the user field, and carry out relevant tasks such as access to 
simulation environments, carrying out activities, as well as consulting the results, among 
others. 
There is a second intermediate block, which brings together all the functionalities and 
capabilities that are provided to the CR to meet the requirements needed for a specific use 
case. These functionalities and capabilities are accessed for managers and developers of the 
CR to carry out their development, implementation and management. These functionalities 
and capabilities, as mentioned above, are not always the same, and vary depending on the 
use case to be covered (not all must be present in each use case). Functionalities and 
capabilities will be explained in the next section. 
The last logical block, Orchestation, is responsible for automated configuration, coordination, 
and management of computer systems and software used in the Cyber Range (functionalities 
and capabilities developed, as well as the visual part of the application). It refers to the 
technology responsible for the creation of automation workflows including the mass 
configuration, creation, modification and deletion of virtual machines, self-provisioning, and 
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automation of tasks between the virtual infrastructure and other cyber range components or 
other systems interfacing with the cyber range (the Technologies a CR can be built on are 
explained in the next sections). Orchestation should be totally transparent to an end user 
accessing the environment and can be used to automate tasks and interactions across 
different components of the CR. 
 
As has been seen, the structure of a CR is not different from that of an application, which has 
considered three important blocks: How the user will interact with the application, the 
operations that he/she will be able to perform, and finally the treatment of the resources. 
Likewise, there will also be multiple user profiles to operate and manage all the resources and 
functionalities of the platform. 
The CR developer has the job to choose and implement the functionalities and capabilities 
that are most suitable for the particular use case. These functionalities and capabilities are 
the following [9]: 

• Internet Services Simulation. It seeks the simulation of any service external to the 
application, with the objective of being accessible within the platform, always in a 
secure manner. The main purpose of the simulations is to provide the environment 
with greater realism (browsers, social networks, protocols and encryption, etc.) which 
means it is closer to reality, and that allows users to learn casuistry (incidents, attacks, 
patterns...) that can be replicated easily and in large numbers outside the platform. 

• Attack Simulation. It is a capability to simulate attacks against the environment and 
also allows the specification of recommendations and tasks to be performed to 
mitigate attacks. It serves to prepare for and deal with attacks outside the platform. 
Attack simulations are also intended to provide more realistic environments and to 
deal with threats in order to learn from them, and not just remain in simulated 
environments that are passive and do not contemplate any simulated malicious 
activity. 

• User Activity Simulation. It allows the simulation of activity, presence and behaviour 
of artificial users within the environment. These actions can range from simple HTTP-
GET and HTTP-PUT requests simulating the user's navigation using a browser, as well 
as the playback of multimedia content, the sending and viewing of electronic 
messaging, and even interactions with external networks and the downloading and 
sharing of files. 

• Scenarios and Content Development. A CR will have more or less value depending on 
what it can offer, on all the environments, activities, learning and functions that it can 
put inside it. The more material a CR can give to the user (without losing its quality), 
the more useful it will be and, consequently, the more value it will have. 

• Competency Management. It allows for the assessment of knowledge, skills and 
abilities that are required in the environment being worked in. The management of 
this module can function as an evaluative activity and is manifestable in different ways 
(exercises, practical evaluations, multi-answer questions, multi-choice questions 
among others). 
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• Data Collection and Analysis. It allows the acquisition of information generated by 
the user (actions performed by the user and changes are monitored). Depending on 
the level of detail in its implementation, it can allow the acquisition of information 
introduced by the user through the multiple inputs of a CR at a basic level, up to the 
collection of user interactions at a more advanced level of implementation. 

• Scoring and Reporting. It allows CR users to be evaluated, and consequently scored, 
on the basis of the exercises and activities carried out, as well as their performance in 
the tasks assessed.  

• Instructor Tools. Refers to the tools necessary for an instructor for educational, 
academic and training purposes, in order to help and benefit the teacher by 
automating tasks and optimising the time invested. 
 

1.4.1 Technological stack 
This section will introduce the evolution of technologies relevant to CRs, and how these have 
allowed these environments to be more easily implemented and accessible. It will also delve 
into each of the technological branches (the most traditional as well as the most modern), 
mentioning their strengths and weaknesses, as well as a small assessment of how they could 
be implemented in the design part. 
In the beginning and with more precarious technology older than the one we have today, 
acquiring the functionalities of a CR was a costly process in terms of resources, as well as in 
the time frame for its implementation. All the first records of CRs that are currently known, 
were part of military and state defense departments, since with the fundings received it was 
affordable to assume the high costs at that time. One of the first CRs known appeared in 2002 
when the United States Air Force (USAF) began to use the Black Demon environment, derived 
from SIMTEX (Simulator Training Exercise Network). However, the first CR that echoed, was 
introduced in 2008 in the United States, and was that of the DARPA (Defense Advanced 
Research Projects Agency), with the name NCR (National Cyber Range), with the aim of 
training military, as well as people from intelligence and defense agencies. 
 
The main technology linked to CRs is virtualization, as it is the one that reduces costs most 
significantly in the face of the creation and management of CRs. In case of not contemplating 
virtualization technologies, systems would be built where each simulated asset was a physical 
asset, and all of them would have to be physically connected as well. Virtualization allows for 
the reduction of the HW necessary for the implementation of the mentioned environments, 
as well as the space and equipment necessary for the correct execution of the environment. 
Due to the remarkable leap experimented with virtualization technologies in 1999, with the 
launch of the VMWare product that enabled virtualization in the field of SO, it was possible 
the appearance of these first CRs since 2002. 
 
Virtualization allowed the birth and contributed to the continuation of the use of CRs. The 
benefits of using virtualization technology are the following: 

• Resource efficiency by not wasting so much of them thanks to their virtualization and 
management. 

• Easier management when moving from physical computers to virtual machines 
managed by software. 
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• Improving the operability of applications, so that when one falls they run again 
automatically (being the management from the software, all these processes are 
made possible and are simpler). 

• Due to dealing with virtualized hardware, the provision of it in the applications 
becomes more direct, and for any modification is simply to change some management 
parameters, without modifying the HW. 

The technologies used in CRs implementation can be classified in two large blocks. One of 
them is more traditional and conventional virtualization, and the second is more modern 
using cloud technologies.  
 

1.4.2 Conventional virtualization 
Basic types of conventional virtualization are shown in the following figure: 

 
Figure 4. Conventional Virtualization [9] 

As it is depicted in Figure 4, the “hypervisor“ is a key component which comprises the more 
traditional implementations. It is in charge of controlling the software layer necessary for the 
management and coordination of virtualizations, representing the interface between the HW 
and the resources that each virtualization needs. The current types of hypervisors are: 

• Type 1 or “bare-metal” hypervisor. It is characterized by interacting with the 
underlying physical resources, completely replacing the traditional operating system 
(OS). They appear most commonly in virtual server scenarios. The hypervisor works 
together with an OS that is in charge of managing the virtualizations. 

• Type 2 hypervisor. Unlike type 1, it is executed over an OS as if it is an application. It 
is more versatile, because it consists of an OS application, and, therefore, the 
equipment is capable of doing many more things than if you were limited by the 
hypervisor's OS. However, it does not have such a close contact with the HW as the 
type 1 hypervisor, and consequently there is an overhead because there is an 
intermediate layer affected by interacting with the HW (the OS). 

There are multiple commercial solutions for both types of hypervisors, both in the commercial 
field and in open source options [9]. 
 
In traditional virtualization, resources belonging to a single device are virtualized, be it their 
computing resources, their memory, as well as the network resources. Traditional 
virtualization is characterized by allowing the execution of multiple instances as well as 
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servers, within the same physical machine/server, thus obtaining the aforementioned 
benefits. In the case of smaller environments, a high level of orchestration is not needed, as 
many virtual instances will not run in parallel. However, there is a more modern technology 
in this sector such as container technology. Unlike conventional virtualisation where each 
virtual machine runs its own operating system (OS), containers share a machine’s operating 
system kernel. Thus, the only thing that is virtualized is the applications, as the OS is shared 
within the physical host. Container technology offers cyber range vendors the ability to run 
multiple containers on the same virtual machine. This technology allows for more efficient 
management of resources and greater ease in portability of applications between different 
container-based environments. 
 

1.4.3 Cloud Technology 
Cloud technologies correspond to a more modern virtualization. These are applied in 
environments with multiple servers and physical equipment, which group all the physical 
resources to be optimally utilized. One of the main advantages of this technique is the 
reduction of costs, the application of orchestration to manage resources in physical and 
virtual machines, thus facilitating their management. There are public clouds, and private. 
Private individuals are assembled from scratch for a purpose, and are usually onPremise, 
facing their operation to something more useful and profitable to fulfil its purpose. 
Consequently, we have a clear implementation cost quant in time for assembly and tuning of 
this, as well as costs in terms of resources having to do with all the relevant HW. However, 
this allows total control of the applications and the data and information circulating through 
it, because all resources are used by the company or organization. As for public clouds, they 
have a clear benefit over private ones, as is the fast one differentiated implementation thanks 
to the tools and facilities it allows, thus reducing the initial cost, but having a temporary cost 
as a rental of resources from the public cloud. In addition, there is no total control of the data, 
because the information is circulating through a network and equipment that is not owned 
by them, but shared with other bodies. Finally, flexibility is less because one has to abide by 
the laws stated by the tenant. Some of the best-known public clouds are Amazon Web 
Services (AWS), Microsoft Azure and Google Cloud. Also comment that there are those known 
as hybrid clouds, which simply combine a part of a public cloud, thus taking advantage of the 
features and tools derived from it, in addition to a part of private cloud, taking advantage in 
this case of the security and protection of the data and information that circulates there. 
 

1.4.4 Limitation of current solutions 
Although Cyber Ranges are a very useful tool for training students and cybersecurity 
professionals, their prevalence is still relatively small among organizations today. The reasons 
for this state of affairs are basically twofold. The first is the technological complexity and cost 
of the entire environment. To design, build, and operate such an environment entirely 
independently is in many cases beyond the means of the organizations that need it. 
Purchasing a cyber range is completely unthinkable for most organisations, as their prices are 
in the hundreds of thousands of euros. The second reason is the closed nature and mutual 
incompatibility of existing solutions, where cooperation on training scenarios between 
individual institutions is a non-trivial task from a technological and copyright perspective. 
These realities are a barrier to a greater expansion of Cyber Range environments and their 
use in cybersecurity education. One way to overcome this barrier is an open source approach. 
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The platform is therefore available for free and the cost of acquisition is significantly reduced. 
In addition, open licensing, portability of content and building a community of practice-
oriented learning play an important role. This means that organisations can focus on creating 
training according to their own needs and implementing it. They can then also share the 
results of their creations with others and continue to improve them through the community. 
But it's not just about providing the environment for free and reducing the cost of purchasing 
the environment. Licensing openness, portability of content and building a community 
focused on hands-on learning are important. This allows organisations to focus on creating 
their own training and delivering it. 
Thus, the open format describing the virtual environment and the training itself provides the 
ability to freely exchange the building blocks and reduce the cost of creating training. The 
open format allows for compatibility with other existing training environments. Firstly, it is 
possible to use the open format directly, or it is relatively easy to create a converter from the 
open format to the native format of a specific cyber range. 
 

1.5 Typical Use cases 
Cyber ranges mostly provide a highly customizable environment, which can be used to 
support many use cases ranging from cybersecurity training to the development and testing 
of skills and capabilities of individuals and Teams in the organisation. In general use cases can 
be divided into three groups: 

• Research (testing implementations including methods, tools, building blocks and 
systems), 

• Training/Education (academia, specialized security courses and cyber-security 
certifications), 

• Exercises/Competitions on Cyber Security (security training by means of cyber security 
exercises like Capture the Flag or Cyber Defense Exercises). 

 
Many of them are covered in great detail in ECSO’s paper Understanding Cyber Ranges: From 
Hype to Reality [9] where the use cases are defined as follows: 

• Security Testing. Use Cyber Ranges to test system and application simulations carrying 
out security attacks against them, in a controlled way, to identify potential 
vulnerabilities before deployment and use. 

• Security Research. Use Cyber Ranges to research new attack detection and mitigation 
methods, malware emulation, and much more. 

• Competence Building. Use Cyber Ranges to provide a convenient and more cost-
effective way of delivering hands-on training for cybersecurity skills development, as 
well as the associated training assessment and certification. Leaving behind less 
efficient learning methodologies applied in security training (reading notes, lectures, 
slides and videos). 

• Security Education. Use Cyber Ranges to improve teaching and learning at universities 
to cover the lack of hands-on experience by young graduates, which is a recurring 
complaint from the industry. The cost and complexity of providing students with 
hands-on lab exercices is very high and CRs make possible to provide this type of 
learning without diluting the educational value of university degrees. 
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• Development of Cyber Capabilities. Cyber capabilities, understood as the resources 
and assets available to a state/country to resist or project influence through 
cyberspace, are the competences of security professionals across a wide range of 
cyber-attack and defense domains. Cyber Ranges can be seen as part of a country’s 
cyber capabilities and can be used for developing the capabilities of security 
professionals, for the research and development of cyber tools and other assets, and 
for the continuous delivery of cyber exercises to test those cyber capabilities. In this 
context, CRs can be used to organise large scale cyber exercises involving hundreds to 
thousands of people. 

• Development of Cyber Resilience. Cyber resilience refers to the capability of an 
organisation to respond and be able to sustain a security incident or cyber-attack 
while maintaining its ability to deliver its core business services. Cyber resilience 
applies to any process, system, business and organisation where there is a reliance on 
IT, OT, IoT which pretty much covers the majority of organisations in a nation, 
including critical infrastructure. Cyber Ranges can be used in this context to run 
exercises like Capture The Flag (CTF)15 and live-fire16 exercises which provide 
opportunities for organisations to demonstrate critical capabilities and reveal how 
effectively they integrate people, processes, and technology to protect their critical 
information, services, and assets (test an organisation’s capability to handle complex 
cyber incidents). Organisations can enhance their cyber resilience against modern 
cyber-attacks by analizing the results of the exercises performed. 

• Competence Assessment. Use Cyber Ranges to allow organisations to perform 
competence assessment being practical and based on the successful completion of 
practical tasks and/or on the observation of user behaviour and choices made in the 
execution (beyond the traditional tests or theoretical simulations). The competence 
(knowledge, skills and abilities required to successfully perform specific tasks) 
acquisition assurance is important to reduce the security skills gap that currenly exists. 

• Recruitment. Cyber ranges can change hiring practices allowing organisations to 
better identify, validate and hire suitable candidates by competence assessment. 
Several national and international competence frameworks have been or are being 
developed around the world and they could be used to establish the competences to 
validate depending on the job role applied.  

• Digital Dexterity. Digital dexterity17 is “the ability and desire to exploit existing and 
emerging technologies for business outcomes”. Traditional software development 
methodologies and security best practices recommend the use of different 
environments such as developing, staging and production. Cyber ranges are being 
looked at to provide organisations with the ability to improve the organisation’s digital 
dexterity.  

                                                      
15 Capture the Flag (CTF) exercises. Individuals or teams have to find and fix vulnerabilities in their own systems 
while simultaneously attacking systems that belong to other participants. 
16 Live-fire exercises. Train cyber professionals to detect and mitigate large-scale cyber-attacks while being 
constantly attacked by a “red team” of hackers.  
17 Gartner. 2020. Digital Dexterity. At Gartner Digital Workplace Summit. 
 (https://www.gartner.com/en/conferences/na/digital-workplace-us/featured-topics/digital-dexterity) 
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• National and International Cybersecurity Competitions. These competitions 
organised by countries at a national and international level are a useful way of 
discovering new cybersecurity talents and helping fill the security skills gap (typically 
delivered as CTFs). Cyber ranges allow for more large-scale events and more realistic 
simulations. Examples: European Cyber Security Challenge organised by ENISA18, the 
World Skills19, the International Cybersecurity Challenge20 and the CyberStars 
competition21. 
 

It is advised to focus on one main group of use cases despite the fact that the cyber range can 
cover all of them. The specialization improves user experience as the development team can 
shape GUI precisely to support the chosen use case. 

                                                      
18 European Cyber Security Challenge (https://ecsc.eu/) 
19 World Skills – Cyber Security (https://worldskills.org/skills/id/546/) 
20 ICC - International CybersecurityChallenge (https://ecsc.eu/icc/) 
21 CyberStars competition (https://cyberstars.pro/) 
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2 REWIRE CYBER RANGE METHODOLOGY 
The purpose of the Cyber Range Methodology is to specify the baselines and the most 
important characteristics of the future cyber range which will be implemented by the REWIRE 
project. Cyber ranges are complex solutions which can provide different kind of realistic, 
hands-on trainings or other types of activities based on a simulation of specific ICT 
infrastructures, their states, and activities. Due to its complexity, the wide area of usage, and 
different types of possible setups, the main guideline of this analysis is to find the best 
approach which will provide the most adequate usage model according to the goals of the 
REWIRE project. This methodology is also based on the current state of the art analysis, gains 
using the knowledge from the holistic approach of the REWIRE project, mature technologies, 
and on the possible limitations.  
 

2.1 Approach baseline 
Based on the analysis of the means of usage and architecture types on one side and the goals 
of the REWIRE project, including potential limitations and risks (short timeframes, limited 
human resources, multi-team project approach) the focus should be on the following three 
main premises:  

• By the means of usage, the REWIRE Cyber Range should focus on the training and 
evaluation aspects. The competition and simulation (R&D and forensics) aspects could 
be optional in some means. 

• From the architectural perspective the REWIRE Cyber Range should implement a 
modern architectural approach (cloud-based solution, infrastructure as a code, 
support of containers, accessible APIs), to provide scalable solution with abilities to 
simulate complex infrastructures and scenarios with a goal to provide broader range 
of training scenarios. This approach allows also to run simpler scenarios which are 
easier to create and needs lesser resources. 

• Beside the technological approach, the emphasis should be on providing relevant 
support and integration capabilities with the other modules of the REWIRE project: 

o Cybersecurity Skills Framework 
o Scenario Sharing Platform 
o Certification Schemes 

 

2.2 REWIRE Cyber Range Capabilities 
The REWIRE Cyber Range capabilities will be given using the taxonomy provided in the 
Chapter 1.3 to structurally cover all the aspects of the REWIRE Cyber Range (RCR). 
 

Objectives 
The objective of the RCR, as also stated in the approach baseline, is to provide an environment 
for training purposes, and for evaluation and certification. The objectives affect the chosen 
architecture and further capabilities to a large degree. 
 

2.2.1 Scenario 
• Scenario description: The RCR should implement a scenario description framework 

with a model definition based on an Infrastructure as Code (IaC) principle. The 
scenario description should use JSON or YAML scripting languages and a widely used 
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and open-source Infrastructure as Code language which has a support for wide range 
of infrastructures and solutions like Ansible and Terraform.  
Besides the infrastructure modelling, the framework should provide possibilities to 
include support tools like traffic generators, attack generators and monitoring tools. 
The scenario description should support scenarios with static content (attaching files, 
without virtualization). 
The scenario description should include the following meta-information: 

o Title 
o Purpose 
o Infrastructure description / Credential table 
o Storyline 
o Solution 
o Writeup 
o Scoring 
o Hints 
o User groups / Target audience (eg. blue and red) 
o Different classifications (e.g. trained skills, MITTRE ATT@CK classification) 

• Lifecycle management 
o Creation/Editing – the RCR should implement a well-defined scenario description. 

The creating/editing should be done by building up relevant directory structures 
and creating/editing configuration files using standard text editors. 

o Graphical user interfaces could be implemented for editing the simpler 
elements of the scenario description. 

o Deployment – the deployment should rely on the orchestration of the cloud 
environment and the required tools. 

o Execution – the RCR should have the ability to start and stop/end the scenario 
execution. The execution should rely on the defined storyline, monitoring the 
relevant hooks and orchestrating the generation tools depending on the step in 
the storyline. 

• Storyline: The storyline should support the execution of the scenario in steps. 
Execution of each step could rely on: 

o Button action on the interface 
o Entering specific string (eg. flag) 
o Timer 

Each step could have a hint which can reflect on the scoring. 
Each step could be visible to the user or hidden. 

• Domain: The RCR should support different domains which can be simulated on a 
software. Hardware dependent scenarios (like SCADA and IoT systems) which cannot 
be simulated should not be supported because of the specifics of each technology and 
a lack of scalability. 

• Tools: The RCR for scenario creation and editing should rely on building up relevant 
directory structures and creating/editing configuration files using standard text 
editors.  Graphical user interfaces could be implemented for editing the simpler 
elements of the scenario description. 
The relevant validation tool and a scenario architecture visualization tool should be 
implemented. 
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Other added capabilities that are not present in the taxonomy defined but are important to 
consider for the RCR. 

• Learning paths: The RCR should implement an ability to group the scenarios into 
learning paths. The learning paths could be connected with specific Certification 
schemes. 

• Skill framework alignment: The RCR should implement categorizations for different 
skill frameworks, at least for the REWIRE Skill framework. 

• Adversary tactics and techniques categorization: The RCR should implement an 
adversary tactics and techniques categorization based on the widely used Mitre 
ATT&CK framework. 

 
The Purpose is present in the Scenario description and the Type (whether static or dynamic 
environment) remains to be determined and will be defined in a short period of time (it will 
be present in next updates of the document). 
   

2.2.2 Environment 
•  Type: The RCR should implement an emulation based approach, without a need to 

simulate specialized hardware like SCADA and IoT systems because of the specifics of 
each technologies and a lack of scalability. 

• Generation 
o  Attack Generation: The RCR should implement an attack generator which can 

be triggered according to scenario’s storyline. The attack generator could be 
implemented by a KALI Linux virtual image, integrated third party tool, or 
templated container which executes specific actions triggering specific API 
endpoints. 

o  Traffic Generation: The RCR should utilise a legitimate traffic generator on the 
NPC emulation. 

o  User behaviour and Non-Player Character (NPC) emulation: The RCR should 
implement a Non-Player Character (NPC) emulation based on specific tool like 
GHOSTS. The NPC should be controlled by the scenario storyline. 

•  Access: The RCR should provide remote access via VPN technology like OpenVPN or 
via web browser access. Remote access should be provisioned for each instance of the 
scenario.  

• Virtualization: The RCR can be deployed in the public cloud or to a private cloud on 
premise, utilizing open-source cloud solutions like OpenNebula or OpenStack. In that 
way the infrastructure can be managed using API of the underlaying cloud 
infrastructure. Also, the software defined networking as a part of the cloud 
infrastructure is allowing the creation of complex network topologies needed for 
sandboxing. The underlying cloud infrastructure uses IEEE802.1Q, i.e. Virtual LAN 
tagging, using Q-in-Q tunneling. Q-in-Q tunneling allows the solution to configure 
sandboxes networking dynamically. It also does not depend on the L2 and L3 network 
addressing of the infrastructure, using a separate networking configuration. The 
sandbox networking allows users to configure their own L2/L3 addressing scheme in 
each LAN. The RCR should use its own overlay networking in the sandboxes utilizing 
some opensource advanced networking SDN solution like Open vSwitch for example. 
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•  Capacity: The RCR should be based on a scalable infrastructure where the capacity is 
only limited by the available resources. Soft limits should be configured on the systems 
depending on the current resource limits. 

o The RCR should support arbitrary number of simultaneous sessions scenario 
instances, arbitrary number of connected users on a scenario instance and 
arbitrary number of user groups depending on the scenario definition. 

 

2.2.3 Teaming 
The RCR should mainly implement scenarios for blue teams, red teams and mixed with attack-
defense scenarios. Also can consider the incorporation of White, Green and Yellow Teams if 
it is needed for specific scenarios. 
 

2.2.4 Management 
•  Roles: The RCR should implement the following roles: 

o Super-admins – the administrators of the whole RCR infrastructure with unlimited 
access to each element of the platform. Super-admins perform monitoring, 
troubleshooting, updates of the platform. Super-admins also perform the 
importing and updating of the scenarios. 

o Admins – the administrators of the platform responsible for user and role 
management, training and excercise scheduling, basic troubleshooting. 

o Trainers – trainers are reponsible for conducting and overseeing the trainings and 
excercises. The trainings can be performed with or without trainers depending on 
the training setup. 

o Trainees – the students/participants of the trainings and excercises. 

• Interfaces: All the operations for each of the roles except the super-admins should be 
performed using a web based graphical user interface. 
o Admin – the admins should have the following functionalities on the user 

interface: 
o User management 
o Training management 
o Training monitoring and operations 
o Platform monitoring 

o Trainers - the trainers should have the following functionalities on the user 
interface: 

o Training monitoring and operations 
o Platform monitoring 

o Trainees - the trainees should have the following functionalities on the user 
interface: 

o Profile, history and achievements 
o Training overview 
o Scoring 
o Current Scenario 

▪ Web remote access (optionally) 
▪ Scenario information and state 
▪ Infrastructure description / Credential table 
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Range Management, Command and Control and Resource Management are under study. The 
decisions made about these characteristics will be present in next updates of the document. 
 

2.2.5 Learning 
The RCR should provide execution of the scenarios either in learning or exercise mode. In 
learning mode, hints can be enabled and hints can carry negative points.  

•  Scoring: The RCR should implement a scoring for a specific event (training or 
excercise) on which the teams are invited. 
The scoring for a specific instance of the scenario should be statically defined (not 
depending on the other teams/participants performance). 
The scoring is based on the score points which every step of the storyline can carry. 
That way the scoring can be based on a textual input (eg. flag), just passing the 
scenario. 

 

2.2.6 Monitoring 
The RCR monitoring is divided as follows (slightly different as the definitions provided in the 
taxonomy, but more understandable for the needs of the RCR): 

• Training monitoring: The RCR should provide an interface tracking training progress 
with all interactions of trainees with the portal and sandbox environment. Training 
evaluation should be based on discovered flags and hints/solutions taken. Results of 
the training should be visualized in the portal. 

• Platform monitoring: Platform monitoring should be implemented with a well-known 
open-source project and should be part of RCR deployment. Platform monitoring 
should cover all services that are part of the RCR platform. 
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3 REWIRE CYBER RANGE PLATFORM AND ROADMAP 
This chapter describes the REWIRE Cyber Range Platform based on the open-source KYPO Cyber Range 

Platform. First, KYPO CRP conceptual architecture is described. Later, prerequisites and deployment 

of the platform are discussed. The complete deployment manual based on this chapter is attached in 

the annex of this report. 

 

3.1 KYPO Cyber Range Platform architecture 
KYPO Cyber Range Platform was designed as a cloud platform for achieving maximum flexibility, 

scalability, and cost-effectiveness. A lot of development effort has been dedicated to user interactions 

within KYPO CRP, allowing it to offer access through a web browser. The following conceptual 

architecture depicts the key architectural constructs in the designed system. 

 

 
Figure 5. KYPO Cyber Range platform 

3.1.1 Users 
Users have different roles with different scopes of work within KYPO CRP. They can create and manage 

trainings, manage other users, and they are also responsible for designing sandboxes via sandbox 

definitions. Users can access machines in the cloud sandboxes using Spice client, Apache Guacamole 

remote desktop gateway, or directly using SSH. On the other hand, users can access local sandboxes 

directly using the vagrant specific command. 

 



REWIRE - Cybersecurity Skills Alliance 
A New Vision for Europe 

R4.1.1 - Cyber Range Establishment 
methodology and roadmap 

 

PUBLIC 

 

41 

3.1.2 KYPO portal 
A graphical user interface for simple interaction of users with the KYPO CRP, easy access to cloud 

sandboxes, and to the other functionalities. Represents the mediator between users and 

microservices that are running in the background. 

 

3.1.3 OpenStack cloud 
The engine of the KYPO CRP environment is mostly based on the OpenStack cloud platform. It controls 
large pools of computing, storage, and networking resources managed through APIs or a dashboard. 
It is mostly deployed as infrastructure-as-a-service in public and private clouds where virtual servers 
and other resources are made available to users. 
 

3.1.4 GIT repositories 
Git repositories are used to store created sandbox and training definitions that can be used in a cloud 
environment, local environment, or both. In both cases, they are loaded by the particular microservice 
of the KYPO portal, so they can be later used to create sandbox instances in the cloud or display the 
topology of local sandboxes. Access to Git is configured during the KYPO CRP deployment. There are 
two deployment models of Git: 

• Internal Git server – installed to KYPO Kubernetes cluster with KYPO deployment tools 

• External Git server – Git and GitLab are currently supported 
Only a single Git instance can be configured in KYPO CRP. It is recommended to use external Git/GitLab 

- the internal Git server isn't exposed publicly and is only available to KYPO CRP services prohibiting 

traditional Git workflows. New sandbox definitions can only be uploaded to the internal Git server by 

modifying Kubernetes ConfigMap. 

 

3.1.5 Authentication 
KYPO CRP uses the OIDC protocol for authentication to the KYPO portal. Similarly, as with the Git 

server, there are two deployment models of OIDC providers. 

• Internal OIDC issuer: Installed to KYPO Kubernetes cluster with KYPO deployment tools. Based 
on MitreId Connect. 

• External OIDC issuer: KYPO CRP is tested with MitreId implementation for local installations 
and with Microsoft Azure OIDC for managed setup. Generally, any OIDC provider should work 
with. 

Compatible OIDC issuer for KYPO CRP needs to support: 

• JSON Web Token (JWT) access tokens. The KYPO platform does not support opaque tokens. 
Opaque tokens are used, e.g., by Google OIDC. 

• The user info endpoint to validate the access token and retrieve base info about a user. 
Follow the official documentation22 to set up a new OIDC client in Microsoft Azure. KYPO CRP currently 

supports any combination of internal and external OIDC issuers. 

 

3.2 OpenStack Cloud Platform 
OpenStack is an open-source cloud platform for hosting Infrastructure as a service (IaaS) cloud 

resources. KYPO CRP leverages OpenStack for hosting KYPO services and sandbox environments. 

Deployment to both public and private clouds is supported. 

 

                                                      
22 https://docs.crp.kypo.muni.cz/installation-guide/setting-up-oidc-provider/#microsoft-azure-setup 

https://docs.crp.kypo.muni.cz/installation-guide/setting-up-oidc-provider/#microsoft-azure-setup
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3.2.1 OpenStack public cloud deployment 
KYPO CRP integrated with OpenStack public cloud provider is recommended deployment model. 

Leveraging the services of public cloud providers eliminates the requirement of owning and operating 

physical infrastructure with the OpenStack cloud platform, which can be demanding and time-

consuming. Public providers bill only for used resources, which is in line with KYPO philosophy of fully 

automated sandbox deployments on demand - all resources can be deployed shortly before the 

training and completely removed with a single button after the training minimizing the cost of the 

training. KYPO CRP should work with any OpenStack public cloud provider that supports: 

• Keystone project with Application Credentials  

• Nova project with VNC or SPICE console 

• Neutron project with user-defined internal networks and floating IPs 

• API Access 
 

3.2.2 OpenStack private cloud deployment 
Companies owning physical infrastructure can benefit from on-premise OpenStack deployment. This 

part of the guide sets requirements for physical infrastructure to create a standardized deployment 

model. Different OpenStack configuration options can be consulted with official documentation of 

OpenStack23 and the OpenStack deployment tool used by this guide24 . 

 

3.2.3 Networking requirements 
• Dedicated IPv4 management subnet with access to the internet and with at least 3 IP 

addresses (two for the controller, one for the compute node, + one for each additional 
compute node) 

• Dedicated IPv4 VM subnet with access to the internet and with at least 3 IP addresses (one 
KYPO Kubernetes cluster, one KYPO proxy-jump, one KYPO router) 
 

3.2.4 Host and node hardware requirements 
 

Node Requirements 

OpenStack host • VM/physical server/desktop 

• Ubuntu 20.04 or newer 

• Network access to management and VM subnets 

 
Node Requirements 

Controller node • VM/physical server 

• Ubuntu Focal 20.04 

• 2 CPU, 8 GB RAM, 40 GB disk space 

• Two network interfaces: 
o Management subnet – configured with IP address from 

management subnet 
o VM subnet – unconfigured 

Compute node • Physical server with hardware virtualization enabled 

• Ubuntu Focal 20.041 

• 6 CPU, 128 GB RAM, 1 TB disk 

 
                                                      
23 https://docs.openstack.org/yoga/ 
24 https://docs.openstack.org/kolla-ansible/latest/user/index.html 

https://docs.openstack.org/yoga/
https://docs.openstack.org/kolla-ansible/latest/user/index.html
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3.2.5 OpenStack deployment procedure 
A simplified list of steps needed for deployment of Openstack: 

1. Access Deployment host over ssh 
2. Install snap packagesUpdate package manager 
3. Install apt packages 
4. Create a virtual environment for kolla-ansible 
5. Install Ansible and Kolla-ansible 
6. Setup default configuration 
7. Update /etc/ansible/ansible.cfg and ~/multinode 
8. Check if all nodes are accessible 

9. Update /etc/kolla/globals.yml 
10. Install OpenStack 
11. Install OpenStack CLI client 
12. Source OpenStack RC file 
13. Create external network 
14. Create subnet 

 

3.3 Deployment Of Kypo Cyber Range Platform - Roadmap 
The deployment process of KYPO CRP consists of two parts described below. All the steps are covered 

in greater detail, need for a deployment, in the Annex of this document. The steps are also fully 

automatized with Terraform orchestration tool. 

• Deployment of OpenStack base resources – creates all infrastructure resources in OpenStack: 
o Operating system images 
o Flavors (optional – primarily for on-premise OpenStack deployments) 
o Network, subnet, router, security groups 
o Proxy-jump instance, Kubernetes instance 

• Deployment of KYPO-CRP Helm application – installs KYPO CRP Helm package to Kubernetes 
cluster. 

Hardware resources described in the report are suitable for testing and development purposes. KYPO 

CRP in this configuration can support hosting of around ten demo sandboxes25. To support a larger 

amount of sandboxes or more extensive topologies: 

• Add more resources to compute node 

• Add additional compute nodes 
 

3.3.1 Deployment of KYPO CRP Helm application 
After completing the previous part of this guide, all infrastructure components should be in place, and 

the KYPO Kubernetes cluster should be running. The last step is the installation of KYPO-CRP Helm 

packages. After successful installation, the KYPO portal should be accessible from a web browser. 

KYPO portal can be configured to accept requests addressed to its IP address or FQDN. KYPO 

deployment tools support these options for TLS certificates: 

• Autogenerated certificate for IP address – when a custom certificate is not specified in the 
deployment configuration, a self-signed certificate is generated for the IP address. 

• Autogenerated certificate for FQDN – when a custom certificate is not specified in the 
deployment configuration, the Let's Encrypt certificate is generated. The certificate is 
automatically rotated after two months. 

                                                      
25 https://gitlab.ics.muni.cz/muni-kypo-crp/prototypes-and-examples/sandbox-definitions/kypo-crp-demo-

training 

https://gitlab.ics.muni.cz/muni-kypo-crp/prototypes-and-examples/sandbox-definitions/kypo-crp-demo-training
https://gitlab.ics.muni.cz/muni-kypo-crp/prototypes-and-examples/sandbox-definitions/kypo-crp-demo-training
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• Custom certificate – when a custom certificate is present in the configuration, autogenerated 
certificates are disabled. This option is suitable only for FQDN, which is not accessible from 
the internet. In general, the first two options are recommended. 
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4 CONCLUSIONS 
Once the state of the art of Cyber Ranges has been carried out, it has been possible to verify 
that there are multiple definitions for the same concept. For this reason, it is decided to make 
a definition of what a cyber range implies, broader and cover all the use cases and 
technologies that can be used. 
 
On the other hand, it has been analyzed what characteristics, functionalities and capabilities 
a current cyber range should have and based on the knowledge acquired, an approach of the 
REWIRE Cyber Range has been defined. After contrasting with various possibilities and cyber 
ranges on the market that could be adapted to the educational needs of the REWIRE Cyber 
Range, it has been concluded that the KYPO CRP platform, used and developed as an open-
source platform in the project CONCORDIA, suits those the project is looking for. This will be 
the platform that will be used to cover the trainings defined by the project and teach the 
necessary skills that the different job profiles that will be trained in the testing phases must 
develop. 
 
One of the main findings of the work done, is the importance of the federation of cyber ranges 
and the establishment of a shared market place where exercises and content can be easily 
shared (design and implement exercises for such platforms could imply a high time demand 
and dedicated personal resources that could be used more efficiently if shared). 
 
As future related work, it is contemplated to verify that the described roadmap correctly 
describes the step-by-step process for the implementation of the Cyber Range that will be 
used in the training of the courses defined in the project. On the other hand, an in-depth 
analysis of possible features that the project needs to carry out the trainings is pending and 
to see if the KYPO CRP platform provides them. If not, it will be necessary to develop these 
capabilities. 
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6 LIST OF ABBREVIATIONS AND ACRONYMS 
 

Abbreviation Explanation/ Definition 

CONCORDIA Cybersecurity cOmpeteNCe fOr Research anD InnovAtion 

CR Cyber Range 

CRP Cyber Range Platform 

CSC Cyber Sandbox Creator 

CyberSec4Europe CyberSecurity for Europe 

ECHO European network of Cybersecurity centres and 

competence Hub for innovation and Operations 

E-CSF ECHO-CyberSkills Framework 

E-FCR ECHO-Federated Cyber Ranges 

Table 3. List of abbreviations and acronyms 
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ANNEX A: KYPO CRP DEPLOYMENT MANUAL 

OpenStack deployment procedure 
1. Access Deployment host over ssh 
2. Install snap packages 

sudo snap install core snapd 
sudo snap install terraform --classic 
sudo snap install kubectl --classic 
sudo snap install helm --classic 

3. Update package manager 
sudo apt update 

4. Install apt packages 
sudo apt install -y python3-dev libffi-dev gcc libssl-dev 

python3-venv 

5. Create a virtual environment for kolla-ansible 
python3 -m venv ~/kolla-ansible-venv 
source ~/kolla-ansible-venv/bin/activate 

6. Install Ansible and Kolla-ansible 
pip3 install 'ansible>=4,<6' 
pip3 install git+https://opendev.org/openstack/kolla-

ansible@stable/yoga 
7. Setup default configuration 

sudo mkdir -p {/etc/kolla,/etc/ansible} 
sudo chown $USER:$USER /etc/kolla 
cp -r ~/kolla-ansible-venv/share/kolla-

ansible/etc_examples/kolla/* /etc/kolla 
cp ~/kolla-ansible-venv/share/kolla-

ansible/ansible/inventory/* ~/ 

8. Setup /etc/ansible/ansible.cfg with the following: 
[defaults] 
host_key_checking=False 
pipelining=True 
forks=100 
Setup ~/multinode with the following: 
[control] 
CONTROLLER-IP ansible_user=ubuntu ansible_password=PASSWORD 

ansible_become=true network_interface=CONTROLLER-INTERFACE 
 
[network:children] 
control 
  
[compute] 
COMPUTE-IP ansible_user=ubuntu ansible_password=PASSWORD 

ansible_become=true network_interface=COMPUTE-INTERFACE 
 
[monitoring:children] 
control 
 
[storage:children] 
compute 
 
[deployment] 
localhost       ansible_connection=local become=true 
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Replace: 
CONTROLLER-IP – controller management IP address 
CONTROLLER-INTERFACE – the name of the management interface on the controller 
COMPUTE-IP – compute management IP address 
COMPUTE-INTERFACE – the name of the management interface on compute node 
PASSWORD – password of ubuntu user on the controller and compute (can be replaced with 
key authentication from Deployment host to controller and all compute nodes, which is 
recommended) 
For multiple compute nodes, create appropriate lines in compute section. 

9. Check if all nodes are accessible 
ansible -i ~/multinode all -m ping 

10. Set the following lines in /etc/kolla/globals.yml 
kolla_base_distro: "ubuntu" 
kolla_install_type: "source" 
kolla_internal_vip_address: IP 
neutron_external_interface: NEUTRON-INTERFACE 
nova_console: "spice" 
 
Replace: 
IP – IP address from the management network (there should be at least one unallocated IP 
address) 
NEUTRON-INTERFACE – the name of the second interface on the controller node 

11. Install OpenStack 
kolla-ansible install-deps 
kolla-genpwd 
kolla-ansible -i /root/all-in-one bootstrap-servers 
kolla-ansible -i /root/all-in-one prechecks 
kolla-ansible -i /root/all-in-one deploy 
kolla-ansible -i /root/all-in-one post-deploy 

12. Install OpenStack CLI client 
pip3 install python-openstackclient 

13. Source OpenStack RC file 
source /etc/kolla/admin-openrc.sh 

14. Create external network 
openstack network create –external –provider-physical-network 

physnet1 –provider-network-type flat public 
15. Create subnet 

openstack subnet create --no-dhcp --allocation-pool 

start=FIRST-IP,end=LAST-IP --network public --subnet-range 

SUBNET --gateway GW-IP public-subnet 
 
Replace: 
FIRST-IP – first usable IP from VM subnet 
LAST-IP – last usable IP from VM subnet 
SUBNET – VM subnet in CIDR notation 
GW-IP – IP address of the gateway for VM subnet 

 

Preparing the Deployment Environment 
The deployment process of KYPO CRP consists of two parts described below and all the steps are fully 

automatized with Terraform orchestration tool. 
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• Deployment of OpenStack base resources – creates all infrastructure resources in OpenStack: 
o Operating systém images 
o Flavors (optional – primarily for on-premise OpenStack deployments) 
o Network, subnet, router, security groups 
o Proxy-jump instance, Kubernetes instance 

• Deployment of KYPO-CRP Helm application – installs KYPO CRP Helm package to Kubernetes 
cluster 
 

1. Access Deployment host over ssh 
2. Install OpenStack CLI client 

pip3 install python-openstackclient 
3. Source OpenStack RC file 

a. OpenStack public cloud provider – consult the documentation of your cloud 
provider, how to obtain RC file with credentials to interact with the OpenStack CLI 
client 

b. OpenStack private cloud provider (installed with this guide) 
source /etc/kolla/admin-openrc.sh 

4. Obtain Application Credentials (store the output of the command) 
openstack application credential create kypo 

5. Copy your RC file (e.g. cp /etc/kolla/admin-openrc.sh ~/application-
credentials-openrc.sh). 

6. Remove from ~/application-credentials-openrc.sh all lines containing: 

• OS_AUTH_PLUGIN 

• OS_ENDPOINT_TYPE 

• OS_PASSWORD 

• OS_PROJECT_DOMAIN_NAME 

• OS_PROJECT_NAME 

• OS_TENANT_NAME 

• OS_USERNAME 

• OS_USER_DOMAIN_NAME 

7. Create following lines in ~/application-credentials-openrc.sh 

• export OS_APPLICATION_CREDENTIAL_ID=AC-ID 

• export OS_APPLICATION_CREDENTIAL_SECRET=AC-SECRET 
 Replace AC-ID and AC-SECRET with values from step 4. 

8. Clone KYPO deployment tool 
git clone https://gitlab.ics.muni.cz/muni-kypo-crp/devops/kypo-crp-tf-deployment.git 
~/kypo-crp-tf-deployment 

 

Deployment of OpenStack base resources 
1. Access Deployment host over ssh 
2. Source Application Credentials RC file 

source ~/application-credentials-openrc.sh 
3. Enter tf-openstack-base directory 

cd ~/kypo-crp-tf-deployment/tf-openstack-base 
4. Create deployment.tfvars from template deployment.tfvars-template 

cp tfvars/deployment.tfvars-template tfvars/deployment.tfvars 
5. Initialize Terraform 

terraform init 
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Deployment to a public cloud provider 
1. Get the name of the OpenStack external network that will allow you to allocate floating IP 

addresses from the public IP address range. List all external networks: 
openstack network list --external --column Name 

2. Setup deployment.tfvars with the following 
external_network_name = "Network from step a." 

3. Get the list of all OpenStack flavors 
openstack flavor list 

4. Setup following lines in tfvars/vars-base.tfvars 
kypo_kubernetes_cluster_flavor_name = "CLUSTER-FLAVOR" 
kypo_proxy_flavor_name              = "PROXY-FLAVOR" 
 
Replace: 
CLUSTER-FLAVOR with flavor from step c., that has at least 4 VCPUs, 16384 MB RAM, and 
80 GB Disk 
PROXY-FLAVOR with flavor from step c., that has at least 1 VCPU, 2048 MB RAM, and 10 
GB Disk 

5. Apply Terraform 
terraform apply -var-file tfvars/deployment.tfvars -var-file 

tfvars/vars-base.tfvars 

Deployment to a private cloud provider (installed with this guide) 
1. Setup deployment.tfvars with the following 

external_network_name = "public" 
2. Apply Terraform 

terraform apply -var-file tfvars/deployment.tfvars -var-file 

tfvars/vars-all.tfvars 

After Terraform is applied, gather all outputs (outputs should be generated after a successful run). 

 

Deployment Procedure of KYPO CRP Helm application 
1. Enter tf-head-services directory 

cd ~/kypo-crp-tf-deployment/tf-head-services 

2. Create deployment.tfvars from template deployment.tfvars-template 
cp tfvars/deployment.tfvars-template tfvars/deployment.tfvars 

3. Setup these required variables in tfvars/deployment.tfvars 

• acme_contact - Let's encrypt contact email address 

• application_credential_id - application credentials ID from ~/application-
credentials-openrc.sh 

• application_credential_secret - application credentials secret from ~/application-
credentials-openrc.sh 

• gen_user_count - number of user accounts that should be generated in local oidc 
issuer 

• git_config - for internal Git, uncomment the "Example of internal git" section in the 
template. For custom GitLab:  

▪ type - "GITLAB" 
▪ server - GitLab server FQDN or IP address 
▪ sshPort - SSH port of GitLab (usually 22) 
▪ restServerUrl - GitLab REST API URL 
▪ user - username of the Gitlab user (usually git) 
▪ privateKey - passwordless base64 encoded SSH key of the Gitlab user (for 

internal Git leave empty) 
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▪ accessToken - access token of the Gitlab user to be used for communication 
with REST API URL 

▪ ansibleNetworkingUrl - ansible stage one repo URL 
(https://gitlab.ics.muni.cz/muni-kypo-crp/backend-python/ansible-
networking-stage/kypo-ansible-stage-one) 

▪ ansibleNetworkingRev - revision of ansible stage one repo 

• guacamole_admin_password - password used for creating a Guacamole admin 
account 

• guacamole_user_password - password used for creating a Guacamole user account 

• head_host - FQDN or IP address of KYPO portal. Either set to cluster_ip output from 
tf-openstack-base or use FQDN, which is pointed to cluster_ip. 

• head_ip - IP address of KYPO portal. Set to cluster_ip output from tf-openstack-
base. 

• kubernetes_host - FQDN or IP address of Kubernetes API. Set to cluster_ip output 
from tf-openstack-base. 

• kubernetes_client_certificate - Base64 encoded client certificate for authentication 
to Kubernetes API. Set to kubernetes_client_certificate output from tf-openstack-
base. 

• kubernetes_client_key - Base64 encoded client key for authentication to Kubernetes 
API. Set to kubernetes_client_key output from tf-openstack-base. 

• os_auth_url - OpenStack authentication URL from ~/application-credentials-
openrc.sh 

• oidc_providers - list of configurations of OIDC providers used for authentication. To 
use local OIDC issuer, uncomment the "Example of internal local OIDC issuer" 
section in the template and replace head_host with cluster_ip output from tf-
openstack-base. As clientId use output of “head -n 300 /dev/urandom | 
tr -dc 'A-Za-z' | fold -w 36 | head -n 1 command”. 

• proxy_host - FQDN or IP address of the proxy-jump host. Use proxy_host output 
from tf-openstack-base. 

• proxy_key - Base64 encoded proxy-jump ssh private key. Use proxy_key output 
from tf-openstack-base. 

• users - map of OIDC user accounts. Local OIDC issuer accounts are created in the 
local OIDC issuer and registered in KYPO. For the local OIDC issuer account, 
uncomment the "Example of a user from internal local OIDC issuer" section in the 
template and replace head_host with cluster_ip output from tf-openstack-base. For 
external OIDC issuer, uncomment "Example of a user from external OIDC issuer" and 
leave a password as an empty string. At least one user needs to have the admin 
attribute set to true. 

4. Optionally setup these variables: 

• helm_repository - Repository with Helm packages (if not specified, default is used) 

• tls_private_key & tls_public_key - Base64 encoded custom TLS certificate/key for 
KYPO portal. If one is not specified, both are generated by the KYPO Helm package. 

5. Initialize Terraform 
terraform init 

6. Deploy Helm packages 
terraform apply -var-file tfvars/deployment.tfvars 
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