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ABSTRACT

This article presents a new free web-based application, the Cyber-
security Job Ads Analyzer, which has been created to collect and
analyse job adverts using a machine learning algorithm. This al-
gorithm enables the detection of the skills required in advertised
cybersecurity work positions. The application is both interactive
and dynamic allowing for automated analyses and for the under-
lying database of job adverts to be easily updated. Through the
Cybersecurity Job Ads Analyzer, it is possible to explore the skills
required over time, and thereby enable academia and other train-
ing providers to better understand and address the needs of the
industry. We will describe in detail the user interface and technical
background of the application, as well as highlight the prelimi-
nary statistical results we have obtained from analysing the current
database of job adverts.
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1 INTRODUCTION

Alongside the rapid development and growth of Information Tech-
nology (IT), cybersecurity has also become a key area of interest
worldwide leading to high demand across the labour market for
roles with specific technical skills. In 2021, the (ISC)? [16] estimated
that there was a global shortfall of approximately 2.7 million cyber-
security experts. Moreover, this issue has also been highlighted by
job market researchers [2] and governments [8, 11].

However, despite this pressing need, recognition of the cyberse-
curity skills needed, and consequently appropriate coordination of
training pathways, remains a challenge due to the lack of shared un-
derstanding and taxonomy of cybersecurity roles and skills. In par-
ticular, ESCO [8] identified a lack of consensus between academia
and industry and an inability to produce enough graduates with
the skills that reflect the needs of the market.

In order to help education and training providers as well as indus-
tries with the identification of skills needed in current cybersecurity
work roles, we have designed and implemented a free web-based
application called the Cybersecurity Job Ads Analyzer. This appli-
cation is built upon a well-known NIST NICE standard [30] and
enables users to identify the skills required in cybersecurity job
advertisements through a Machine Learning (ML) algorithm.

Furthermore, because cybersecurity is by its nature an area in
development, the classification and the analysis of skills are strongly
dependent on when the data are collected. The web application
is a dynamic tool that allows the performing of analyses in an
automated way and its database of collected job adverts can be
easily updated. In doing so, a new skill needs evaluation, and a
comparison with previous years, can be performed.

The rest of this article is organised as follows. Section 2 reviews
the state-of-the-art of cybersecurity skills needs analyses. Section
3 introduces the methodology used for the skills needs analysis
with the Cybersecurity Job Ads Analyzer. Section 4 describes the
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implemented of the web application, focusing on its usability and
technical specifications. Section 5 presents some of our preliminary
analyses of job adverts. The final section contains our conclusions
about the work of this project so far.

2 RELATED WORK

Within the cybersecurity literature, there have been several stud-
ies exploring skills frameworks but we were unable to locate of a
large body of literature that has specifically focused on evaluating
skill needs in cybersecurity. A study by the UK Ipsos MORI Social
Research Institute [20] focused on understanding the UK cybersecu-
rity skills labour market. This report includes an extensive literature
review, interviews with industry experts, a quantitative survey, and
qualitative interviews from private, public, and charitable sectors.
One of the foremost challenges highlighted by this research was
that a cybersecurity skills definition that could serve as a starting
point to help organisations to better understand their skills needs
and individuals to better understand their job roles was lacking.
Moreover, considering the rapidly changing IT environment, the
authors argued that the focus has to be put not only on current skills
needs but also on potential future skills needs. Recommendations
provided in this document regarding skills needs primarily con-
sist of actions to establish a framework and extend cybersecurity
awareness. For example, they propose the adoption of a definition
of cybersecurity skills, the creation of cybersecurity skills career
pathways including what skills and qualifications are required for
each role at different levels, a cyber-certified professional scheme,
raising the overall cyber security awareness in organisations, and
fostering collaboration and partnerships. Such measures would es-
tablish common ground and help to better elucidate cybersecurity
skills needs in different organisations.

The survey [20] (conducted in 2018) was conducted again in 2021
by Ipsos MORI on behalf of the UK Department for Digital, Culture,
Media and Sport (DCMS) [17]. This updated research builds upon
previous surveys and explores the nature and extent of cyberse-
curity skills gaps (people lacking the appropriate skills) and skills
shortages (a lack of people available to work in cybersecurity job
roles) using a mixture of: representative surveys with cyber-sector
businesses as well as the wider population of UK organisations,
qualitative research with recruitment agents, cyber-firms, and large
organisations in various sectors, and a secondary analysis of cyber-
security job postings on the Burning Glass Technologies database.
The results of the survey were broadly comparable to the previ-
ous survey, though there were small improvements seen in the
representative surveys and qualitative research. With regards to
the analysis of cybersecurity job postings, the analysis covered
vacancies from September 2019 to the end of December 2020, sup-
plementing the work performed in the 2020 study. This analysis
provided, amongst others, insights on the job vacancies within the
cybersecurity, the most common skills requirements mentioned in
job descriptions (information security skills, network security skills,
and knowledge of ISO 27001) as well as the top skills requested for
core cyber-related job roles.

The ECHO project [28] aimed to address the needs and skills gaps
of cybersecurity professionals by aligning with know-how from ex-
isting frameworks. Their goal was to provide a flexible mechanism

Ricci, et al.

to design and develop of learning outcome-based training program.
Within this process, they identified the necessity of a stakeholders’
skills analysis. In particular, the ECHO project proposed that the
identification of competence needs could start from the compar-
ative analysis of multi-sector and inter-sector challenges. Their
study remains on high-level analysis. Focusing on hospitals, energy
companies, ship crews, and outsourced (third-party) Security Op-
eration Centres (SOC), the project identified several cybersecurity
professional roles.

The SPARTA project provides a blueprint for a European Skills
Framework [26] and its applicability to education [27]. In particular,
the SPARTA Framework is based upon the Joint Research Centre’s
(JRC) cybersecurity domains taxonomy and the US-based National
Initiative for Cybersecurity Education (NICE). As part of deliverable
D9.2 ‘Curricula descriptions’ the project identified skills that should
be taught in cybersecurity curricula. Organised as a high-level
taxonomy, 11 fundamental topics, 16 cybersecurity topics, and 2
new trends were identified for comparing existing cybersecurity
study programs. Using this taxonomy, several recommendations
on the needed skills were given. SPARTA topics can therefore be
viewed as a skills needs analysis from an educative perspective. The
relevance of the recommendations were analysed by comparing a
selection of existing cybersecurity study programs.

The CyberSec4Europe project dedicated a work package to the
identification and prioritisation of the cyber skills needed for educa-
tion at the university-level [13]. To do so, they conducted a survey
to identify the skills needed within the workforce. The ACM Cyber-
security Curricula framework and NICE Cybersecurity Workforce
Framework were considered as inputs for the creation of a skills
taxonomy. Afterwards a review of European university graduate
programs in cybersecurity was conducted to support the identifica-
tion and prioritisation of the cybersecurity skills required.

As part of Task T3.4 (Establishing an European Education Ecosys-
tem for Cybersecurity), the CONCORDIA project proposed a method-
ology [6] for designing content for adult learners while considering
the specificity of the cybersecurity area. Based on this methodology,
new courses could be further developed targeting mainly industry
mid-level management and/or executives. The methodology defines
five stages that need to be followed sequentially (i.e. ENGAGE, DE-
FINE, PRODUCE, VALIDATE and DELIVER. Within the first stage
(ENGAGE), there is a special focus on the competencies intended
to be covered by the course. These competencies are carried across
the rest of the stages. In DEFINE, the needed competencies of the
selected profile are finalised, the PRODUCE stage builds the cur-
riculum and associated materials, and in VALIDATE new needs for
skills development for the given profile are identified.

For the identification and definition of competencies, the method-
ology proposes several approaches e.g. 1). perform market research
by checking for existing courses addressing the different needs,
2). check for trends either by market analysis or by considering
new research areas mentioned in EU calls, 3). cluster the needs per
industry, 4). check for needs per role profile, 5). seniority matters,
and 6). utilising feedback loops. However, these methods were not
compared and only one strategy was implemented as an exam-
ple. Specifically, for the pilot implementation of the methodology
within the CONCORDIA project, a course for cybersecurity was
implemented. For the analysis of competencies, an initial survey
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of knowledge, skills, abilities and tasks was carried out based on
the NIST NICE framework [30]. These competencies were refined
through a workshop supported by a specialised tool, which allowed
the visualisation and aggregation of a high number of entries and
facilitated their ranking in terms of importance [7]. The latter was
extremely important since the totality of the competencies, based
on the NICE framework, may be difficult to conceptualise.

The European Cyber Security Organisation (ECSO), the Euro-
pean Commission’s contractual public-private partnership includes
various cybersecurity stakeholders, large companies, small and
medium enterprises, research centres, universities and others. The
ECSO prepared two studies which are highly relevant in the context
of this research. The ECSO document titled ‘European Cyberse-
curity Education and Professional Training: Minimum Reference
Curriculum’ [10] tackles the ambitious task of describing four high-
level (cybersecurity) curriculum clusters and defines courses titles
and corresponding outlines with required topic lists necessary to
actually transfer the necessary knowledge to prospective students.
The ECSO report entitled ‘Information and Cyber Security Profes-
sional Certification’ [9] reviews a rich set of certifications offered
in Europe and worldwide and emphasises the need for a common
skills framework on the European-level.

ENISA [12] has recently published a report providing an anal-
ysis of the existing capabilities and best practices followed by EU
Member States to raise citizen’s awareness and consequently assist
Member States by providing recommendations on how to improve
their cybersecurity capacities. Due to the increasing dependence on
ICT in all aspects of society, it is clear that the need for cybersecu-
rity awareness and enhanced skills/competences is critical, and yet
the report does not provide any specific analysis on this. As part
of this study, 20 structured interviews were conducted with the
relevant authorities, in which evidence was collected and additional
analytical data were gathered from desktop research. With regards
to the improvement of cybersecurity competences, only a limited
number of Member States seem to have provisioned actions to
strengthen cybersecurity skills through education and to promote
digital education and literacy.

ENISA has also produced a report [1] regarding the challenges
and recommendations of cybersecurity for Small Medium Enter-
prises (SMEs), that are all too often insufficiently prepared to ad-
dress security intrusions and attacks. The recommendations of the
report have been developed based on extended state-of-the-art re-
search, together with a two-month survey, where 249 European
SMEs provided their feedback on their state of digital security and
preparedness for crises such as the COVID-19 pandemic, and with
targeted interviews with selected participants. These are struc-
tured in three main categories, including people recommendations
(including responsibility, employee buy-in, employee awareness,
cybersecurity training, cybersecurity policies, and third-party man-
agement), process recommendations (including audits, incident
planning and response, passwords, software patches, and data pro-
tection), and technical recommendations (including network secu-
rity, antivirus, encryption, security monitoring, physical security,
and secure backups). These are mapped onto major security threats
and complemented by recommendations directed towards regional,
national and European authorities with the objective of assisting
SMEs in applying cybersecurity solutions. The report highlights
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that several recommendations can be implemented by SMEs with-
out having to invest significantly financially or in terms of resources.
A majority of these lower cost measures focus on ensuring roles
and responsibilities are assigned to appropriate users, and making
sure that these users are aware of cybersecurity risks, and how to
identify and protect against them. The benefits of such cybersecu-
rity upskilling are critically important for these enterprises, who
may be unable to survive a significant a cyber attack.

2.1 Our Contribution

In this paper, we describe our REWIRE methodology for analysing
cybersecurity skill needs. Next, we describe the novel, free, web
application that applies our methodology and can be used to collect
and evaluate the skills needs found in job advertisements. Further-
more, we provide details about the technical implementation of the
application and we will demonstrate how it can be used. Finally, we
present our plans for further development of the web application.

3 ANALYZING SKILLS NEEDS

The Cybersecurity Skills Alliance - REWIRE project [23] highlighted
the need for the development of a European sectorial skills strategy
for cybersecurity. This need, and the shortfall in the number of
trained cybersecurity professionals available to the labour market,
motivated us to develop a methodology for the analysis of skills
needed in cybersecurity work roles. This methodology incorporates
a series of steps implemented with contribution from all REWIRE
partners. The methodology consists of 1). the identification of cy-
bersecurity skills to be used in the analysis, 2). the collection of job
advertisements, 3). the automated analysis of the gathered data, and
4). the development of a dynamic web application. Indeed, because
cybersecurity is an area in continuous development the classifica-
tion and the analysis of skills are strongly dependent on the year
when the underlying data are collected. The web application allows
performing the analysis in an automated way and its database of
collected job adverts can be updated allowing new skill needs eval-
uation and comparison with previous years. Sections 3.1 and 3.2
introduce the used classification of skills and automated machine
learning algorithm deployed in the analysis, respectively. The web
application is described more fully in Section 4.

3.1 Classification of Skills

Any analysis of cybersecurity skills needs requires a detailed cy-
bersecurity skills taxonomy, i.e. a skills framework, to facilitate the
detection of required skills. A skills framework relies on an exhaus-
tive classification of roles, functions, and tasks covering the scope
of work performed in daily activities. These role definitions should
include the complete scope of ‘what are specialists doing in the
organisation, unit or role’. The National Initiative for Cybersecurity
Education (NICE) Framework [19] provides detailed descriptions
of tasks that have to be performed in the fields of cybersecurity
in a variety of organisations. It connects theoretical concepts with
real-world practice. The NICE Framework identifies a list of 585
Knowledge (K) items, 368 Skills (S) items and 177 Abilities (A) items.
In 2020, competencies were introduced to the framework. Specifi-
cally, NISTIR 8355 [30] mentions that ‘competencies offer flexibility
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Figure 1: Mapping from NICE to REWIRE competencies.

by allowing organizations to group together various Tasks, Knowl- The objective of the analysis was to identify commonalities and to
edge, and Skills (TKS) statements into overarching areas that de ne re ne the competencies to a more complete and suitable set. We
a broad need'. The NICE competencies document presents a de-efer the interested reader to [21] for further information.
tailed description of the competencies needed in work roles and,  As a result of this process, 29 competencies were identi ed and
therefore, a direct connection between skills and jobs. 55 compe- further utilised in the development of the application. It is the
tencies divided into Technical, Organisational, Professional, and intention of the project team to extend this analysis further and
Leadership categories were identi ed, with Technical accounting create a nal set of competencies. It is important to note that the
for the majority of the competencies (over 55%).These competencies proposed analysis is not skills-dependent and as such it could be
are of particular interest for our analyses since they allow “educa- applied to any skills framework. The identi ed skills were divided
tion and training providers to be responsive to employer or sector into three categories: 1). Cybersecurity Skills, 2). IT Skills, and 3).
needs' as mentioned in [19]. Soft Skills. Cybersecurity Skills are those Knowledge, Skills, and
The European Union Agency for Cybersecurity (ENISA) started Abilities (KSAs) that should be known if working in a cybersecu-
the development of a European Cybersecurity Skills Framework rity role while IT Skills represent more general and fundamental
that is expected to report in 2022. The framework will ‘take into  Information Technology knowledge. Finally, Soft Skills refer to
account the needs of the EU and each one of its Member States' non-technological KSAs. IT and Soft Skills should also be consid-
and 'is considered an essential step towards Europe's digital future’. ered necessary since they are required for the good performance of
This framework was not available at the time of writing this paper.  cybersecurity work roles. It should be remembered that cybersecu-
Since, currently, there is no universally recognised and accepted rity is a multidisciplinary eld and therefore requires knowledge
European skills framework, we selected the NICE Competencies beyond simply computer science.
classi cation as a starting point. Then an analysis was conducted, Figure 1 depicts the map from NICE competencies to skills de-
taking as an input the groupings (in some cases also mentioned ned by REWIRE. The colour of skill rectangles re ect the NICE
as competencies) introduced from other similar skills frameworks groupings, i.e., blue for Technical, purple for Organisational, orange
(e.g., e-CFq], Singapore's 1§, Australia's [14], and ISACA's [5). for Professional, and green for Leadership. Merged competencies
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Figure 2: Cybersecurity Job Ads database environment.

have a light-green rectangle with a border of another colour. Fur-
thermore, they are connected by arrows to the NICE competencies
that were merged. "Other Skills" group are those NICE competen-
cies that were considered to be non-essential for this analysis.

3.2 Machine Learning Algorithm

Machine learning (ML) is a technology increasingly used across a
wide range of di erent analytical tasks; including image analysis
and time-series forecastin@®[4]. The ML approach chosen is highly
dependant on the nature of analytical task, for instance, Recurrent
Neural Networks (RNN) are often used for time series analysis.

RNN sequentially take input data and compress the input data

into a context vector 4. The compressed information can be used
to perform tasks such as time-series forecasting. Moreover, RNNs
can be applied to Natural language processing (NL33).[To do so,
a sentence is interpreted as a time series by dividing it into words
and mapping the words into integers. Then the series of integers
can be given as input to the RNN model. Importantly, the RNN
approach tends to outperform other algorithms for NLP.

Furthermore, the RNN approach has also been used for sentiment
analysis, i.e., a task classifying the negative or positive sentiments
of a sentence by using ML algorithms, and has shown great perfor-
mance. The classi cation of required skills for job advertisements
can be made analogously to sentiment analysis methodology. For
this project, the ambition was to analyse advertisements with an
RNN model and thereby automate the analysis of job advertise-
ments.

Our model uses a pre-built word-piece tokeniser for Bidirectional
Transformer (BERT)J. With the tokens from the word-piece to-
keniser, a model is used to concatenate the mean of all intermediate
context vectors and the last context vector. The concatenated vector

is fed to an Arti cial Neural Network (ANN) to classify security
skills. The hidden unit of Long Short-Term Memory (LSTM) is 128,
and the hidden layer of ANN is 256.

The training consisted of testing the model's ability to predict
the required security skills using a test dataset. The ground truths
were manually labeled and the elements of the labeled dataset were
randomly assigned 90% and 10% as training dataset and test dataset
respectively. Furthermore, the LSTM model was only trained on
the training dataset to prevent the model from learning the test
dataset and thereby biasing the training results.

It is important to notice that two ML models and a dictionary-
based analysis were compared before choosing the proposed model.
In our preliminary comparisons and analyses, we considered two
training datasets: 1) A small dataset (i.e., 31 ads), and 2) A medium
dataset (i.e., 87 ads). The collected sets were su cient to evaluate
the models. In our training, the learning rates were set to 0.001,
batch size set to 10, and epochs set to 50. We refe2 1bfpr more
details. Note that the batch size is small due to the limited number of
elements in main job adverts dataset (currently, we have collected
266 job ads). Only English-written job ads were considered.

In order to evaluate the performance of the selected model, we
computed the accuracy by comparing the model prediction and the
ground truths of the test dataset. In particular, the accuracy was
de ned as the fraction of correct predictions in the entire prediction,

correchyed

Accuracy= ;
correchred + Wrongyeqd

wherecorrecpreg andwrong,, g are the number of correct and
wrong predictions, respectively. Note that the accuracy is evaluated
after each epoch. The mean and standard deviation (namely, StDev)
of the accuracy was computed over 10 repetitions. The model tested
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