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ABSTRACT
Cybersecurity is a vital part of digital economies and digital govern-
ing but the discipline is suffering from a pronounced skills shortage.
Nevertheless, the reasons for the inability of academia to produce
enough graduates with the skills that reflect the needs of the cyber-
security industry are not well understood.

In this article, we have analysed the skills shortages, gaps, and
mismatches affecting cybersecurity education. We performed a Po-
litical, Economic, Social, Technological, Legal, and Environmental
(PESTLE) analysis, that allowed us to have an overview of the cy-
bersecurity education environment frommultiple perspectives. The
results of this analysis highlight 31 different factors affecting cyber-
security education on a European level. These factors were further
analysed from the specific perspectives of 11 European countries. In
this further analysis, particular attention was given to the linkages
between the identified factors. This helped to reveal which factors
are connected and to describe how they are mutually dependent. A
statistical approach was used to depict the results in a more general
and comprehensive way and facilitated the development of our con-
clusions. Our analysis identifies a lack of European coordination
and cooperation towards a common cybersecurity framework as
one of the main factors affecting cybersecurity education.

CCS CONCEPTS
•Applied computing→ Education; • Security and privacy→

Human and societal aspects of security and privacy.
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1 INTRODUCTION
It is widely understood that there is a shortfall in the number of
trained cybersecurity professionals available in relation to the cur-
rent demand (for those professionals) from organisations, institu-
tions, and governments [5, 10, 40, 45, 49]. Cybersecurity is a vital
part of digital economies and digital governing but the discipline is
suffering from a pronounced skills shortage [10]. The annual ISACA
State of Cybersecurity Report [40] identified a number of reasons
for this gap, including the complexity and breadth of the skill set
that these professionals should possess. Despite this report, the
situation remains complex and many of the reasons for this failure
are not well understood. The challenges faced vary by country and
sector making it difficult to identify the underlying factors and the
interconnections between them.

To better understand this problemwe have implemented a PESTLE
analysis, facilitating a categorisation of the underlying causes as
either Political, Economic, Social, Technological, Legal, or Envi-
ronmental [28]. A PESTLE analysis is used as a tool of situational
analysis for business evaluation purposes and is one of the most
used models in the evaluation of the external business environment
that is highly dynamic [38]. It is also a common part of develop-
ment frameworks and provides a method to reveal and understand
gaps and challenges from multiple points of view. The information
gathered from a PESTLE analysis can also be used to support the
development of future research; for example by generating topics
for questionnaires or interviews and by guiding the prioritisation
of factors to investigate. As such, PESTLE is a useful approach
to conceptualise the multifaceted challenges facing cybersecurity
education.

https://doi.org/10.1145/3465481.3469184
https://doi.org/10.1145/3465481.3469184
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The rest of this article is organised as follows. Section 1.2 briefly
reviews PESTLE analysis and its usage in the cybersecurity do-
main. Section 2 introduces the PESTLE analysis implemented for
analysing the challenges for cybersecurity education. Section 3 pro-
vides the statistical results of the further analysis conducted across
11 European countries. The final section contains our conclusions.

1.1 PESTLE and Cybersecurity
PESTLE is a widely used tool, which is most frequently used for
market analysis [28], or as a part of the risk management process,
the later of which is of great interest to cybersecurity research. As
part of our study, we sought to review similar analyses but found
that, because of the frequent business-oriented nature of PESTLE
and the commercial valuable of the asset it represents, few of the
analyses results are available to researchers. The analyses often
include sensitive information about a business and thus are not
shared publicly. However, some existing resources mention PESTLE
in regards to cybersecurity and discuss its applicability in different
contexts and scenarios.

In [25], the authors used PESTLE alongside Strengths, Weak-
nesses, Opportunities, and Threats (SWOT) analysis, giving a slightly
different perspective by dividing the environment into internal and
external parts. Moreover, in [31], PESTLE is introduced as a part
of additional considerations for coordinated incident handling as
a way to identify social limitations and the requirements of stake-
holders involved in the oil and gas drilling industry.

In [26], Blum refers to PESTLE as an important pillar when es-
tablishing the context of a risk program, e.g. when employing a risk
management framework standard such as ISO31000:2018 [41] or
Open FAIR [53]. It is highlighted as a useful tool to gather knowl-
edge and to document the risk program’s business context for
leaders. PESTLE was also introduced as an important part of the
qualitative and exploratory methodology in research analysing
challenges to Sri Lanka’s national security; it was used as a tool to
evaluate inputs collected during research. Moreover, PESTLE was
utilised to identify threats to the country’s legislation and categorise
them accordingly [50].

Hiscock [39] applied PESTLE as part of the process of designing
an Identity Access Management tool (IAM). It was used in the form
of a mind map to generate ideas and to produce a better overview
of factors that could impact the usage and lifespan of the IAM tool.
Although this usage has a slightly different scope to this research
(software development vs cybersecurity education), it is highlighted
because the process identified relevant aspects connected to the
cybersecurity industry.

PESTLE is also a tool used in the education domain. For exam-
ple, in [51], the analysis was employed to discover factors that are
affecting the Scottish higher education system. In [57], a PESTLE
analysis of e-learning in healthcare professional education is pre-
sented. They state that although e-learning is about education, it
cannot be viewed in isolation from the social, technological, and
political context in which it is based.

To conclude, PESTLE is a well-known tool, which is already being
used in the cybersecurity industry and in education. However, to
the best of our knowledge, there are no analyses that specifically
target cybersecurity education at the European level.

1.2 Contributions
Our contribution is threefold:

• Firstly, factors affecting cybersecurity education are identi-
fied, defined, and described. Relevant, up-to-date, and pri-
marily European-level references are provided for all factors.
A total of 31 factors are identified.

• Secondly, the identified factors are further analyzed from
the perspective of 11 European countries. This second stage
allowed us to obtain a comprehensive view of the situation
across Europe from a variety of national perspectives, as
well as possible correlations between the factors.

• Finally, a statistical approach is used to view the results
in a more general and comprehensive way and to reveal
interesting findings.

The most important outcome of this analysis is the linkage between
identified factors. This helps in revealing the interconnections and
the dependencies of the factors within a particular country.

2 PESTLE ANALYSIS
TheCybersecurity Skills Alliance - ANewVision for Europe (REWIRE)
project [16] highlighted out the need to develop an European sec-
toral skills strategy for cybersecurity. This need, and the shortfall
in the number of trained cybersecurity professionals available, mo-
tivated us to develop a methodology for the implementation of a
cybersecurity-education-oriented PESTLE analysis. This method-
ology incorporates a series of steps implemented with the contri-
bution of all partners of the REWIRE project. In this section, the
results of the first stage of our work are presented where the 31
identified factors are described. Figure 1 shows the analysis results
in a mind-map, which serves as a graphical representation of the
collected data. Each factor is then described below.

Political factors. The analysis of Political factors assesses ex-
isting legal and other regulatory frameworks (status and trends)
that can affect cybersecurity education. Political factors analysis
may include elements such as regulations at national, European,
and global level.

1 Lack of relevant European regulatory frameworks. A number
of frameworks have been developed at a European-level [12].
Nevertheless, these frameworks fail to address cybersecurity
education and training in sufficient detail, leading to a lack
of relevant regulatory frameworks in this area [45].

2 Lack of coordination.There is a need for (national and European-
level) coordination among stakeholders and leading institu-
tions [11]. This lack of coordination causes roadblocks in the
implementation of a skills framework [5].

3 Vulnerabilities of the training systems and skills shortage. Cy-
bersecurity education needs to attract more students, and to
better identify the skills needed in the labour market [5].

4 Political ambition to create cooperation frameworks. There is
a need for greater political effort regarding the creation of
cooperation frameworks among academia, employers, and
governments [14].

5 Greater attention to policies dedicated to raise awareness of
cybersecurity career paths. Not enough policies dedicated
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Figure 1: PESTLE analysis in a mind-map.

to raise awareness of cybersecurity career paths exist. Cy-
bersecurity as a lifelong career option is rarely promoted
[9].

Economic factors. Economic factors in relation to cyberse-
curity education represent both the economic challenges asso-
ciated with developing a cybersecurity education framework as
well as the impact of the lack of skilled professionals on the wider
economy.

6 The economic impact of the European cybersecurity educa-
tional ecosystem. The Information Systems Audit and Control
Association found that 58% of organizations have unfilled cy-
bersecurity vacancies [7]. One of the biggest reasons for this
is the lack of qualified professionals. This skills gap could be
improved with an increased availability of degree curricula
and training courses across Europe [3].

7 Economic incentives for cybersecurity education programs.
There has been an increased uptake of university courses
that are associated with jobs with good employment oppor-
tunities, such as health sciences or law, as well as a rise in
the popularity of courses that may lead to a comparatively
early source of income such as the military and police acade-
mies. Conversely, there has been a drop in interest for those
courses that are considered academically challenging, such
as engineering and computer science [17]. This has impacted
on cybersecurity education since a majority of the current
curricula are delivered by engineering and computer sci-
ence faculties. It is therefore important to incentivise the
enrollment of practitioners in cybersecurity programs.

8 Economic impact of inadequate (national) cybersecurity ca-
pabilities. There is a very high chance that (inter)national
companies and organizations do not even realize that they
are falling victims of cybercrime [36]. Therefore, they are
unable to report incidents of cybercrime to the relevant au-
thorities. This may cause a downplaying in the value of
cybersecurity and cybersecurity education because the per-
ceived level of cybercrime is not representative of the actual
situation.

9 Economic Impact of National Economic Resources. The cost of
maintaining and developing cybercrime systems have esca-
lated due to a need to match the equipment and capabilities
used by perpetrators. This may be economically challenging
for some organisations and nations [46, 47].

10 Licensing costs of cybersecurity education software. Cyber-
security education often relies on the use of (online) plat-
forms with payable licensing costs. However, these training
providers often seek to maximise profitability and capitalise
on the high demand for new cybersecurity professionals.
This aggravates the lack of skilled workforce by providing a
financial barrier to entry [42, 55].

11 Economic costs of incompatible training platforms and cyber
ranges. Online training platforms and cyber ranges are not
designed to easily exchange exercises and scenarios [56].
Multiple teams at different education providers invest in
unnecessary effort to develop new scenarios and training
exercises which are equivalent. This duplicated effort could
be easily eliminated if the scenarios were standardised and
interchangeable.
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12 Effects of digital economy on skills demand. Accenture Strat-
egy research estimates that the digital economy, involving
some form of digital skills and digital capital, represents
22.5% of the world economy (2020), and yet this potential
is far from being fully exploited [24]. Cybersecurity is foun-
dational to the digital economy and the shortage of skilled
professionals will limit economic growth.

Social factors. Social factors consider demographics, popula-
tion growth rate, age distribution, income distribution, family size,
emphasis on safety, health consciousness, trending lifestyle atti-
tudes, and cultural barriers. It can also include general consumer
opinions and attitudes, the dominant view of themedia, law changes
affecting social factors, changes in lifestyle, attitudes towards work,
history, and some other important considerations.

13 Gender balance. A limited number of women enter cyberse-
curity studies and a significant percentage of them drop out.
This can be attributed partly to lack of support from role
models, persistent stereotyped views that the sector is better
suited to men, a lack of understanding about what cyberse-
curity jobs entail, and in some cases, how easy or difficult
they find the subjects [45]. A 2016 postgraduate study [35]
concluded that the main factors that inhibit women’s entry
into the field are: (a) the militaristic/gendered culture and
language; (b) the cultural biases of influencers and decision
makers; (c) the realities and perceptions of the work/life
balance drive women away from the sector.

14 Diversified workforce. Although the cybersecurity sector has
been growing quickly, it has not become more culturally di-
versified. A 2018 American study [48] revealed that minority
representation within the cybersecurity profession is slightly
higher than in the overall workforce. People with varied life
experiences will tackle problems differently and so a highly
diversified workforce is likely to improve the effectiveness
a cybersecurity system. In terms of fairness, opportunities
should be open to all, regardless of their gender, ethnicity,
sexuality, or any other factor [44].

15 Lack of dedicated curricula and training and no clear identifica-
tion of skills. There is an insufficient number of cybersecurity
specific multidisciplinary curricula that offer the fundamen-
tal skills necessary for cybersecurity education. According
to the European Network and Information Security Agency
(ENISA) [6], the main issues with current curricula are, out-
dated or unrealistic platforms in educational environments,
difficulties in keeping pace with the outside world, a lack of
qualified cybersecurity educators, limited interactions with
industry, and little understanding of the labour market.

16 Stereotypes and misconceptions of cybersecurity. This factor
refers to the existence of several cybersecurity stigmas and
misconceptions which have a negative impact on the cyber-
security industry or its role in society more widely [45]. The
main identified stereotypes are as follows: (a) new curricula
are often viewed as an add-on to more mainstream computer
science and fail to realise the critical importance of the inter-
disciplinary nature of this area; (b) young people consider
cybersecurity as a field more aimed at the public and less
at the private sector; (c) lack of a clear cybersecurity career

path; and (d) cybersecurity is an emergent career with a
relatively young workforce; there is limited potential for an
older generation to encourage and support the development
of new workers in this area.

17 Social impact. In today’s interconnected world, beliefs, opin-
ions and attitudes are increasingly shaped through engage-
ment with social media, and through the Internet. Alongside
the rise of online platforms where individuals could gather,
spend, and share information, came the rise of online cy-
bercrimes which aims to take advantage of individuals and
evenwhole communities [29]. This has necessitated a greater
interaction between society and cybersecurity.

18 Social Awareness. Although cybersecurity is one of the most
important challenges faced by governments today, the visi-
bility and public awareness of it remains limited. Commu-
nicating cybersecurity is confronted with paradoxes, which
has resulted in society not taking appropriate measures to
deal with the threats [34].

Technological factors. Technological factors are variables that
concern the existence, availability, and development of technology
that influence the need for, and the possibilities of, cybersecurity
education.

19 Cyber Ranges. A cyber range [33] is a virtual environment
that emulates real-world scenarios for training groups of
professionals. These are important means of training groups
of security professionals in the areas of ethical hacking and
in threat identification and response [58].

20 Availability of Tools. Hardware and software tools are essen-
tial for providing hands-on experience about the configura-
tion, and therefore the potential vulnerabilities, of software
systems [2, 19] .

21 Digitisation of Society. Digitisation of society refers to the
proliferation of connectivity and computing within basic
societal functions, such as critical infrastructures, home au-
tomation, finances, home entertainment, personal commu-
nication, and business transactions [22]. The digitisation
of society increases the potential opportunities for attacks,
and enables new attack vectors to be developed which may
have, possibly at a massive scale, a very significant impact
on society [21].

22 Emerging Technologies. There are a number of emerging tech-
nologies that have the potential to change the way com-
puters, networks, systems are operated, and would require
a redesign of current security curricula. Examples include
quantum computing [18], machine learning [32] and cyber-
physical systems [8].

23 Generalisation of Cyber Attacks. Given the increased digiti-
sation of society, there is a significant broadening of scope
and diversity to cyber-attacks. There is also a lack of differ-
entiation between low-tech attacks (i.e., spam, phishing, and
ransomware) and high-tech attacks (i.e., APT1, and zero-day
exploits) [23].

Legal factors. Legal factors may be both external and inter-
nal to organisations, institutions, and governments. Certain laws

1Advanced Persistent Threats
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affect cybersecurity or the business environment in a certain coun-
try whilst there are also internal security policies that are self-
defined and maintained. The legal analysis takes into account
both, and charts out the strategies taken in light of these regu-
lations. For example, cybersecurity laws, personal data protection
laws, consumer laws, and computer laws. During our analysis,
five aspects were identified. In the following section, we briefly
describe these aspects and how they impact upon cybersecurity
education.

24 Lack of European Certification. Certification [30, 43] is a well-
established and traditionally-used means to define and for-
malise desired properties and the best practices to achieve
them. Cybersecurity certification of products, services, and
processes [13] is currently only used to a limited extent. Ex-
isting certification schemes are at times severely lacking
and there are many differences in terms of product cover-
age, levels of guarantees, essential criteria and actual use,
that hampers mutual recognition mechanisms within the
European Union (EU).

25 Lack of legal framework unification. Europe lags behind other
regions in the development of a comprehensive approach to
define a set of roles and skills relevant to the cybersecurity
field [6, 52].

26 Knowledge gap of legal requirements in personal data protec-
tion. Europe’s General Data Protection Regulation (GDPR) [4]
is perhaps the most wide-ranging and comprehensive piece
of data privacy legislation. The GDPR requires data con-
trollers and processors to use proportionate security mea-
sures when working with personal data; this can be seen as
a risk-based approach. Students should therefore be aware
of possible risks to the protection of personal data as stated
in legislation.

27 Standardisation of cybersecurity roles definition and cybersecu-
rity skills across European Union (EU). Cybersecurity roles [6]
with respect to cybersecurity skills is currently a grey area as
no specific map of what skills are needed for certain cyber-
security roles exist. Both universities and associations have
created a maze of possible qualifications that may or may
not be suitable for certain cybersecurity roles. The existence
of specific qualification bundles [37] linked with specific
cybersecurity roles and equivalents is considered a pending
issue that needs to be mitigated through standardisation
initiatives.

28 Missing comprehensive cybersecurity officer role description.
Whilst data protection officers have a clear definition in
the GDPR [1], there is not a similar comprehensive role
description for cybersecurity officers. As cybersecurity is
becoming a more important and integral part of Europeans’
security [6], cybersecurity roles in organizations require
greater attention. The legal requirements for cybersecurity
roles are also not defined in law.

Environmental factors: Environmental factors include all those
issues and conditions that influence or are determined by the sur-
rounding environment. Factors of a business environmental anal-
ysis include, but are not limited to, climate, weather, geographic
location, global changes to climate, environmental offsets, etc. As

with all other factors, environmental factors how the conditions at
the time of this project influence cybersecurity and cybersecurity
education.

29 Climate change and related effects. The International Organi-
zation for Migration estimates that 200 million people could
be forced to leave their homes due to environmental changes
by 2050 [15]. This does not only have implications on physi-
cal security, but in a digital modern society, will also have
an impact on cybersecurity. An increased number of cyber-
security professionals will be needed to provide solutions
and services.

30 Covid-19 pandemic crisis. Due to the COVID-19 pandemic,
curfews, quarantines, and similar restrictions (variously de-
scribed as stay-at-home orders, shelter-in-place orders, cor-
dons sanitaires, shutdowns, or lockdowns) have been imple-
mented in numerous countries and territories around the
world. The pandemic crisis increased the necessity for IT and
cybersecurity education to move
online [54].

31 Connected devices controlling environmentally sensitive pro-
ductions. Legacy Supervisory Control and Data Acquisition
(SCADA) devices are being replaced by new connected de-
vices allowing for an increased control over their processes
and less environmentally-harmful operation. Future cyber-
security incidents could therefore lead to significant envi-
ronmental disasters [27].

3 ANALYSIS OF IDENTIFIED FACTORS AND
THEIR CORRELATIONS

The previous phase of the PESTLE analysis generated 31 factors
that appeared to affect cybersecurity education on the European
level. To determine if was truly reflective of the situation, repre-
sentatives from 11 European countries were requested to review
these factors, identify if and how they affect cybersecurity edu-
cation within their country, and identify possible existing depen-
dencies. The countries were: Austria, Cyprus, the Czech Republic,
France, Lithuania, Greece, Hungary, Portugal, Serbia, Spain, and
Sweden. Remarkably, each country had already identified amajority
of the skills shortages, gaps, and mismatches identified on European
level. Only "12. Diversified workforce", "25. Missing comprehen-
sive cybersecurity officer role description", and "26. Climate change
and related effects" were not previously identified within the na-
tional data (see REWIRE project Deliverable R2.1.1 [20] for more
details).

On average the PESTLE categories were identified equally as
shown in Figure 2. Technological factors were mentioned most
frequently, 22% of identified factors across all nations are in this
category. This could be due to the strong association and depen-
dency between cybersecurity and technology. Although the per-
centages of identified factors in each PESTLE category do not
differ substantially, there were noticeable differences in the fac-
tors identified by country. For example, Austria and Serbia had a
greater focus on political factors, while the Czech Republic, Hun-
gary, and Spain tended to highlight technological factors. We hy-
pothesise that a country’s major concerns, and overall political
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Figure 2: Average of identified PESTLE analysis percentages
for all countries.

direction, may skew the results towards one or more PESTLE
category.

Some factors are strongly interconnected and as such could
be interpreted as sub-factors of broader factors that span multiple
categories. For instance, a lack of a skills framework can be deduced
from the political, social, and legal categories. In particular, the
factors "1. Lack of relevant European regulatory frameworks", "15.
Lack of dedicated curricula and training and no clear identification
of skills", "25. Legal framework unification lack", highlight this
overarching lack of a skills framework. Similarly, cyber ranges
and the lack of training tools are primarily connected to economic
and technological issues, that is "10. Licensing costs and different
licensing models of software", "11. Economic costs of incompatible
training platforms and cyber ranges", "20. Availability of Tools", and
"19. Cyber Ranges", respectively.

Once relevant factors were identified, we analysed the linkages
between them. This helped to reveal which factors are connected
and to describe how they are mutually dependent in a particular
country. Note that the linkages are validated by national references.

For instance, Figure 3 depicts the PESTLE analysis performed
for Serbia. Each numbered rectangle represents one factor. The cor-
respondence between numbers and factors can be found in Section
2 and Figure 1. In Figure 3, coloured rectangles depict factors recog-
nised as being of primary relevance, grey rectangles with coloured
borders represent factors that are mutually dependent on the pri-
mary factors, and plain grey rectangles are factors not identified in
the country. The lines show factors that are linked. In Serbia, politi-
cal factors are the most significant, indeed all political factors were
identified or linked to and they present the greatest number of con-
nections in the mind
map.

The large number of connections between political factors and
others that focus on cooperation coordination suggests that there
may be a broad overarching factor relating to a lack of cybersecurity
governance at national and European level. Undoubtedly this is an
area requiring further research in the future. This finding highlights
how a PESTLE analytical approach can help focus future research
by identifying broad issues that may be obscured if researchers
focus on individual factors or do not analyse data from multiple
contexts.

Figure 3: PESTLE analysis of cybersecurity education run in
Serbia.

4 CONCLUSION
The main objective of this article was to present the results of a Po-
litical, Economic, Social, Technological, Legal, and Environmental
(PESTLE) analysis for cybersecurity education. A basic analysis was
conducted for each of the 6 characteristics of the PESTLE analysis,
revealing 31 different factors affecting cybersecurity education and
skills development. This analysis highlights areas that should be
addressed in the future. The factors identified also demonstrate
the vital importance of cybersecurity, and thereby cybersecurity
professionals, to increasingly digitised economics and governments.
The Social and Economic categories contained the greatest number
of identified factors. Nevertheless, Technological factors were men-
tioned most frequently in the reviews performed by representatives
from 11 European countries.

A second stage of analysis involved the identification of the
connections between the different aspects. For this stage, repre-
sentatives from 11 European countries were asked to review the
PESTLE analysis. On average, the PESTLE categories were found
to be approximately equally relevant for the identified factors with
no category being disproportionately important. However, differ-
ences in importance and identification can be found at the na-
tional level, suggesting that any European level efforts to resolve
these challenges must adapt to local contexts. Furthermore, this
analysis also revealed that the identified aspects are intrinsically
correlated.
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It is notable that a lack of cybersecurity governance, i.e. a lack
of European coordination and cooperation was strongly identified
by every country surveyed.
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