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1. EXECUTIVE SUMMARY 
With a growing need for more cybersecurity experts, cyber ranges started being utilized as 
state-of-the-art tools for hands-on training and education several years ago. Unfortunately, 
cyber ranges are not as widespread as they could be till today due to two main constraints ς 
the cost of the cyber range itself and the lack of available quality content. The latter issue is 
addressed in this document. Scenario for a cyber range, instead called content, is a 
complicated multidisciplinary project if it is supposed to be built correctly and have high 
quality. It is necessary to use knowledge of IT and network engineering together with 
knowledge of virtualization, andragogy, and cyber security. 

The document focuses on defining basic knowledge for scenario-based learning in cyber 
ranges and later defining a scenario design process and its implementation in the KYPO Cyber 
Range Platform (CRP). The design process is based on common continual improvement 
processes like PDCA (Plan Do Check Act) and should provide a generic checklist and guidance 
during content development for any cyber range. More technical details are made available 
for KYPO CRP and scenario implementation there. The last part of the document is focused 
on a scenario-sharing platform that is crucial for creating a common place for collaboration 
and exchange of scenarios between organizations actively using KYPO CRP to train 
professionals or educate students. 

  



REWIRE - Cybersecurity Skills Alliance 

A New Vision for Europe 

R4.3.1 REWIRE Cyber Range Scenario and 
Development Framework 

 

PUBLIC 

  

5 

2. INTRODUCTION 
After deploying the REWIRE Cyber Range, powered by KYPO CRP, the next step in developing 
REWIRE courses is to provide a tool for partners and other stakeholders interested in defining, 
designing, and implementing scenarios in the Cyber Range. These scenarios simulate real-
world challenges in a risk-free, controlled environment and can be customized to specific 
learning objectives and scenarios, from basic training to advanced persistent threat 
simulations. Participants use tools like virtual machines and attack scripts to develop practical 
cybersecurity skills, improving their ability to detect, respond to, and prevent cyberattacks. 

This document proposes a state-of-the-art approach to demonstrate various perspectives on 
creating exercises and hands-on activities. It also presents a scenario-based learning 
methodology and recommended steps to follow. After outlining the overview and 
methodology, it presents the scenario design process and the different phases to follow. 
Regarding the REWIRE Cyber Range and how to deploy scenarios, the document provides a 
scenario implementation description, showing the platform's terminology, architecture, and 
the detailed process for developing scenarios. Finally, it describes the scenario sharing 
platform, including its approach and requirements. 
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3. STATE OF THE ART 
Cybersecurity is an increasingly important topic in today's digital world, as businesses and 
individuals become more reliant on technology for daily operations and communication. 
However, the need for cybersecurity measures often outstrips the number of experts 
available to implement and maintain them. This can lead to vulnerabilities and breaches that 
can have serious consequences for individuals, businesses, and even nations. 

Europe is particularly affected by the shortage of cybersecurity experts, as the demand for 
these skills has grown rapidly in recent years. This has led to a skills gap in the field, which is 
exacerbated by the fact that cybersecurity is a complex, multidisciplinary and constantly 
evolving area that requires ongoing training and education [1]. Discovering, addressing, and 
updating the necessary security skills is not an easy task. Given the need to find cybersecurity 
professionals, companies, governments, and academia have defined their needed profiles 
and related skills in an ad-hoc manner, resulting in a large set of diverse definitions for the 
same needs. This has led to the need for homogenization of these profiles and skills to align 
the European perspective and thus be able to create more efficient training programs that 
are capable of meeting the current and future training needs. The most remarkable outcome 
of these efforts is ENISA's ECSF [2], which has successfully redefined/reduced cybersecurity 
profiles obtaining 12 profiles covering all necessary current skills (it also has an updating 
process for the inclusion of future skills). 

To address the skills gap, European governments and businesses are investing in education 
and training programs to help develop the next generation of cybersecurity experts. Some 
countries also offer incentives to attract talent from abroad, while others partner with 
academic institutions to create specialized cybersecurity programs [3]. To ensure that training 
is effective and meets the needs of Europe, cybersecurity education and training programs 
should focus on providing training for the 12 profiles identified in ENISA's ECSF. 

Despite these efforts, the shortage of cybersecurity experts remains a challenge, and it is 
likely that demand will continue to outstrip supply for the foreseeable future. This highlights 
the need for continued investment in education and training programs and the importance 
of promoting cybersecurity as a career path to attract more talent to the field. There are 
multiple initiatives across Europe that encourage the importance of cybersecurity from an 
early age, which can lead to increased interest from young people in adopting a career in 
cybersecurity later on [4]. Providing a good guide to teachers of the basic levels of education 
is crucial. A guide with attractive and  interesting content that arouses curiosity to specialize 
in cybersecurity field, at the same time that it promotes awareness of cybersecurity and 
highlights the need for experts in the cybersecurity sector. The CONCORDIA project proposes 
high-school teachers teaching methodology and materials for them to adopt with their pupils 
(covering cybersafety and cybersecurity topics) [4]. 
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Creating training programs that adapt to current cybersecurity needs is not trivial. According 
to a study conducted by the CONCORDIA project [5], numerous cybersecurity courses are 
available in the market, with many free options on MOOC platforms. These courses are 
particularly attractive to employees, as they offer flexibility in terms of studying time and can 
be tailored to their professional commitments. Additionally, face-to-face courses for middle 
and senior managers, as well as technical experts training in cyber ranges, are popular 
choices. The study also highlighted several popular cybersecurity learning platforms, including 
those identified by CONCORDIA and ECSO surveys: Coursera, edX, LinkedIn Learning, Cybrary 
platform, ISACA online, offline and mixed courses at different levels, Udacity platform and 
Cyberwiser. There are also multiple offers of European Master's educational programs 
(university level) that cover the different skills and knowledge needs within cybersecurity. The 
CyberSec4Europe project collects a large number of them, classify the skills and knowledge 
they cover and the country members of the EU that offer these courses [6]. It should be noted 
that while the listed cybersecurity educational solutions in the EU are aimed at the same 
market, each platform has structured its course content based on the education provider 
model, without reference to any common competence or skill framework. As a result, it 
becomes challenging to compare the various offers and their appeal [7]. Then, the current 
training programs suffer from a lack of consistency in incorporating a competency framework 
and career path in their design. As a result, individuals face difficulty in selecting the 
appropriate course to meet their educational needs or professional requirements. Various 
challenges hinder cybersecurity education, such as a shortage of cybersecurity educators, 
inadequate industry engagement, limited knowledge of the job market, outdated or 
impractical educational platforms, and difficulties in keeping up with external developments. 
The /hb/hw5L! ǇǊƻƧŜŎǘ Ƙŀǎ ŎǊŜŀǘŜŘ ŀ άMethodology for the creation and deployment of new 
courses and/or teaching materials for cybersecurity professionalsέ [7] that aims addressing 
this issue by considering the actual needs of both the industry impacted by cybersecurity and 
the industry professionals. On the other hand, CyberSec4Europe project dedicate part of its 
efforts to establish a framework for cybersecurity professional categories and a skill level 
scale to aid in developing educational resources and criteria for demonstrating qualifications. 
The framework proposed enables the visualization of essential cybersecurity skills and 
provides guidelines and tools for designing capability building instruments. This includes 
identifying knowledge units and curricula, specifying learning objectives and competencies, 
developing training and awareness, and conducting activities to apply and test such 
competencies [8][9]. The pilot projects CONCORDIA and CyberSec4Europe have dedicated 
resources to create a European education ecosystem that addresses the needs of 
cybersecurity skills and knowledge.   

Regardless of the structure of the training course, the competencies it covers, and its 
objectives, there is a key issue to address: what is the most efficient way to teach 
cybersecurity. Several methodologies can be effective for teaching cybersecurity, depending 
on the audience, the level of technical expertise required, and the training goals. Some 
examples are presented below: 
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¶ Hands-on training. It involves providing practical exercises and simulations that 
enable students to apply their knowledge in real-world scenarios. It is especially 
effective for teaching technical skills such as network security, vulnerability 
assessments, and penetration testing. 

¶ Scenario-based learning. It involves presenting students with realistic scenarios that 
require them to apply cybersecurity concepts and techniques to solve problems. 
Scenario-based learning can help students develop critical thinking skills and prepare 
them to handle real-world security incidents. 

¶ Gamification. It involves turning cybersecurity training into a game, which can make 
the learning experience more engaging and interactive. Gamification can be especially 
effective for teaching cybersecurity to non-technical employees, who may find 
traditional training methods dull or intimidating [10][11][12]. 

¶ Blended learning. It combines different types of training, such as online courses, 
classroom lectures, and hands-on exercises, to provide a comprehensive learning 
experience. Blended learning can help accommodate different learning styles and 
provide flexibility for students with busy schedules. 

¶ Certification programs. It involves providing training that prepares students for 
industry-standard certification exams, such as CompTIA Security+ or Certified 
Information Systems Security Professional (CISSP). Certification programs can provide 
a clear path for students to demonstrate their expertise and enhance their job 
prospects. 

The most effective methodology for teaching cybersecurity will depend on the specific needs 
and goals of the students and the organization providing the training. REWIRE's approach to 
conducting these training courses resembles the Blended Learning method, leveraging the 
potential of VLEs (Virtual Learning Environments) to incorporate online courses that combine 
theory and practice. The practical aspect can be covered in various ways, through hands-on 
training or scenario-based learning, depending on the course and the training needs and 
objectives for each profile addressed. The crucial aspect here, particularly for the training of 
more technical skills, is how to support the practical learning.  

In the last few years, Testbeds and Cyber Ranges focused on the cybersecurity sector have 
proliferated precisely to respond to the technical training needs of professionals and 
newcomers in the industry. The systematic literature review of unclassified cyber ranges and 
security testbeds done in [13], found that interest in Cyber Ranges and security Testbeds has 
increased in recent years and scenarios play a major role in their development for testing, 
experimentation, and education. These scenarios are executed on emulated, simulated, 
hybrid, and real equipment environments, and can be either static or dynamic. Most use cases 
focus on red and blue team training, but attention needs to be given to white and green teams 
for scenario development and management. There is a trend towards the use of autonomous 
teams to reduce the time required for cyber security exercises, tests, and experiments, but 
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methods to model their behavior are missing. Hybrid environments that combine emulation, 
simulation, and real equipment are used to create realistic cyber security environments. 
Despite some aspects that need more attention and improvement in their implementation, 
seems that both Cyber Ranges and Cybersecurity Testbeds are viable solutions to support 
education and training in the necessary skills at the European level.  

Cyber Ranges provide trainees with closed and controlled environments that include all the 
necessary tools, networks, and user simulations for training and education purposes. By doing 
so, they enable trainees to practice realistic scenarios that would otherwise be impossible to 
execute, while minimizing the risk of a threat getting out of control. Once the great usefulness 
of cyber ranges for cybersecurity education has been determined, it is necessary to know how 
to operate them and how to create the most suitable training scenarios to address the 
necessary skills according to the training that is to be carried out. There exist several platforms 
like Deterlab, eLearning Security, The Hacker Accademy, Offensive Security, SmallWorld, 
KYPO CRP, among others [14]. While the documentation for each platform thoroughly 
explains its characteristics, functionalities, architecture, and modules, there is a lack of 
standardization in scenario building. Although each platform typically provides toolkits or a 
Scenario Definition Language to assist users in designing their exercises, it is unclear which 
important aspects need to be considered when creating a scenario for a specific purpose or 
for covering specific needs. 

Researchers in [13] present a generic definition of how a cybersecurity scenario inside a cyber 
range should be deployed or which things should be considered to deploy it. A scenario 
defines the execution environment and the storyline with the execution steps of the training 
exercise to be conducted. A generic characterization of a scenario, as presented in this 
systematic review of several cyber ranges, addresses the following elements to be developed: 

¶ Purpose.  To define the objectives of the scenario. For Cyber Range environment this 
means, i.e. the execution of a cyber security training exercise (education) or the 
experimentation validation of new cyber security tools and techniques (research). We 
can extrapolate this concept as the purpose desired of the training under 
development. 

¶ Scenario Description. It represents all the information and meta-information required 
to deploy and execute the scenario. The scenario description should include at least 
the scenario model definition which describe (depending on the overall capabilities of 
the CR): virtual machines/containers, networks and connections with the 
machines/containers, the storyline, monitoring hooks, tool configuration. Beside the 
required information to provision the environment, other meta information could be 
included: title, purpose, scoring, type, hints, writeup, different categorizations etc. 
The scenarios can be statically defined based on specific scripts or use some form of 
Infrastructure as Code (IaC). 
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¶ Storyline. It describes how the exercise will be executed. The actions that can be done 
and events that build the scenario, and also triggered events that are different than 
ǘƘƻǎŜ ŜȄǇŜŎǘŜŘΣ ŘŜǇŜƴŘƛƴƎ ƻƴ ǎǘǳŘŜƴǘǎΩ ŀŎǘƛƻƴǎΦ ¢ƘŜ storyline constitutes the overall 
understating and controlling of the scenario (how the exercise will be executed). 

¶ Type. It can be static or dynamic. In a static scenario no changes are applied during 
the execution of the exercise. In a dynamic scenario there is a dynamic component 
that will make changes during the execution of the scenario. For example, a simulator, 
or a traffic generator that can be injected, or executed, during the exercise. 

¶ Domain. The domain indicates the application domain of the scenario. Examples: 
hybrid network applications, Networking, SCADA systems, social engineering, IoT 
systems, critical infrastructure, Cloud based systems, and autonomous systems. 

¶ Tools. The tools needed for the creation of the environment of the scenario, and/or 
the tools which are used in the development of a storyline. 

¶ Lifecycle/Management. It involves creating, generating, editing, deploying and 
executing a cyber security scenario (components, dashboards, automation 
techniques). (1) Creation/editing: A designer dashboard or components to generate 
cyber security scenarios using different automation techniques. Mostly Cyber Range 
scenarios are created in human readable languages like XML and JSON. (2) 
Deployment: components responsible for deploying network resources, applications, 
vulnerable software or systems, etc. (3) Execution: module that can control the 
scenario flow, like start, stop and pause scenario execution (orchestration). (4) 
Generation: components that are used to generate different events within the 
scenario execution (i.e. automatic attacks, traffic generation). 

As described in [15], a scenario should address an existing potential cyber incident and a clear 
characterization is needed to (1) provide a common terminology in scenario description 
facilitating communication among the community and (2) classify the literature in identifying 
emphasized and overlooked study areas. Researchers conclude that finding elements that can 
be included in a typical cybersecurity scenario is important. They define the following broad 
scenario elements: (1) An attacker, (2) Users that the attacker targets initially, (3) A cyber 
system and data that the attacker targets, (4) System security personnel that detects the 
incident, (5) Interactions between the attacker, users, the system and the security personnel 
and, (6) A wide network infrastructure that facilitates connection between cyber systems and 
people. 

In [16] researchers of Cyberwiser project describe a scenario development method composed 
of two major components. The first, the Scenario Design Workflow (SDW) to descript the 
steps of the development method, the participating roles and their interaction. It follows an 
iterative approach between its steps to allow the creation of complex scenarios. The different 
steps are: (1) Designing - Description of network design, application configuration and 
timeline of events which generates the Scenario Design Request (SDR), (2) Creation - Creates 
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the scenario and assess whether all the necessary information regarding the configuration of 
the advanced platform components has been provided, (3) Validation - The scenario is 
checked for completeness, correctness and any asset requests, (4) Instantiation - The 
scenario is instantiated and the next step/component is notified, (5) Testing and 
configuration - The scenario is tested to verify that it meets the needs of the training and, (6)  
Finalization ς Scenario is ready to its execution. The second component, the SDR which 
contains all the necessary information required to create a scenario. It is an Step-by-step 
approach, composed by the following steps: 

¶ General Scenario information. Overview (Name, description, motivation, Duration, 
Categogy, Type). 

¶ Network topology. infrastructural layout of the scenario. Network topology diagram 
and the required information for each component. Name, description, operating 
system, virtual machine details, Policies (when applies), and network interface of 
gateways, workstations, servers. Network (virtual switch), external network (switch to 
connect to real HW/world), Network appliance (representing physical device), Server 
appliance (physical server). 

¶ Application configuration. Name, description, version, Configuration details of each 
application.   

¶ Timeline. Definition of events and triggered events (start, stop, actor, action, event).  

¶ Access control and visibility. Role Access Based Control mechanism.   

¶ Performance Evaluation. via the Performance evaluator (scenario monitoring, impact 
assessment, and the provision of a captured flag or test in a questionnaire). Name, 
description, evaluation method.  

¶ Scenario files. Files necessary to the execution of the scenario. Possible files to be 
included: Exercise description, Step-by-step instructions, Packet captures, Malwares, 
Configuration files, Disk images files, Memory image files. 

¶ Questionnaire. Multiple questionnaires can be added. Name of questionnaire, 
description, passing score, user, question 1, answer mode, answer, answer score, 
question hints, penalty points. 

Moreover, 11 different examples and scenario designs are presented in [16], each one of 
them explained with Description, Network topology, Training flow and Scenario files. 

When designing and implementing a scenario, it is important to consider incorporating a 
built-in Q&A system or similar activities. This feature allows for the collection of valuable 
information on the trainees' learning progress. If the Cyber Range includes tools and 
mechanisms to perform and visualize the results, trainees can receive instant feedback on 
their performance and progress during the exercise. Additionally, trainers and instructors can 
track the level of knowledge acquired by the trainees effectively. 
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Considering the reviewed literature, creating an effective cybersecurity exercise that will help 
participants develop the skills and knowledge they need requires careful planning and 
execution. The following are fundamental steps to consider: 

¶ Define the objectives. The first step is to clearly define the learning objectives of the 
exercise. Determine the specific skills and knowledge you want participants to learn 
through the exercise (what are the specific cybersecurity threats the exercise will 
address?). Defining clear learning objectives will help to design an exercise that is 
effective in meeting the skills addressed. 

¶ Choose the scenario. Choose a realistic scenario replicating real-world cybersecurity 
threats and allowing participants to practice the skills and knowledge they should 
learn. The scenario should be challenging but not overwhelming. Scenario should 
consider participants' roles and skill levels. 

o Select the appropriate tools and software. Choose the tools and software that 
will be used in the exercise. This may include virtual machines, networking 
equipment, operating systems, and cybersecurity tools. Make sure that the 
tools and software are appropriate for the skill level of the participants. 

o Design the environment. Create a simulated environment to replicate the 
real-world scenario where participants can practice their skills. This may 
include setting up virtual machines, configuring networks, and creating 
security vulnerabilities that participants will need to identify and fix. 

¶ Develop the exercise materials. Create the materials that participants will need to 
complete the exercise, such as lab manuals, instructions, case studies, mock systems, 
and data sets. Make sure that the materials are realistic and relevant to the scenario 
and also clear, concise, and easy to follow. 

¶ Define the rules of the exercise. Define the rules of the exercise, such as the time 
limit, the objectives, and the evaluation criteria. Make sure that the rules are clear and 
easy to understand and clearly show the exercise's expectations and limitations. 

¶ Conduct a pilot test. Before conducting the exercise with a large group, conduct a 
pilot test with a small group to identify any issues or challenges that need to be 
addressed. 

¶ Conduct the exercise. Conduct the exercise with the participants, providing guidance 
and support as needed. Encourage participants to work together and share their 
knowledge and expertise. 

o Monitor progress and provide feedback: Monitor participants' progress 
throughout the exercise and provide feedback to help them improve their 
skills. This can include identifying areas for improvement, providing 
suggestions for alternative approaches, and recognizing areas of success. 
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¶ Evaluate: After the exercise is complete, debrief the participants to discuss what 
worked well and what could be improved. Evaluate the exercise based on the defined 
objectives and make any necessary adjustments for future exercises. 

Designing and implementing a cybersecurity exercise tailored to the learning of specific skills 
takes a lot of time. In fact, one of the limitations encountered regarding the creation of 
exercises and scenarios for Cyber Ranges is that sharing this work is difficult because each 
platform uses its solution for scenario design and implementation. One of the goals in 
developing Cyber Ranges should be to standardize these developments to make sharing 
easier [17][18].  
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4. CYBER RANGE AND SCENARIO-BASED LEARNING 

4.1. Basic Theory 

Cybersecurity education is full of challenges. The current knowledge and trends are 
transferred to the educational process with a delay, due to the constant development of this 
field. The practicality and usefulness of this education is also an issue ς the central theme of 
this concern is training versus education [19]. While education tends to focus on the reasons, 
the theory and the mechanisms behind the material, training supports both the creation of a 
sustained workforce pipeline and the professional development. That is why we need a 
mechanism to ensure that students gain required knowledge, skills, and competencies. 

Such a mechanism can take the form of a specific methodology, with the help of which we 
define important parameters for effective cybersecurity education. For example, under these 
steps: 

1. Choose a Framework, 
2. Define the Learning Goals, 
3. Scenario Design and Deployment, 
4. Evaluation [20]. 

Choose a Framework 

The choice of a cybersecurity educational framework is mainly defined by the learning needs 
related to knowledge, skills and abilities that are needed to develop. In this case, most 
relevant cybersecurity frameworks are European Cybersecurity Skills Framework (ECSF) by 
ENISA and MITRE ATT&CKϰ framework. 

European agency ENISA focused on cybersecurity, developed a European Cybersecurity Skills 
Framework. The framework is used as a tool to help identify and articulate tasks, 
competencies, skills, and knowledge associated with the roles of European cybersecurity 
professionals. It helps to create terminology for better understanding between individuals, 
employers, and providers of learning activities. Simultaneously the framework is used to 
reduce knowledge gaps and brings many other benefits to different target groups, such as 
policymakers and government stakeholders, organizations, professional associations, etc. It 
also helps to specify offers/demands in the labor market [21]. 

There is name and define 12 cybersecurity roles in total with their competencies, knowledge, 
and responsibilities ς Chief Information Security Officer (CISO); Cyber Incident Responder; 
Cyber Legal, Policy & Compliance Officer; Cyber Threat Intelligence Specialist; Cybersecurity 
Architect, Cybersecurity Auditor; Cybersecurity Educator; Cybersecurity Implementer; 
Cybersecurity Researcher; Cybersecurity Risk Manager; Digital Forensics Investigator and 
Penetration Tester [2]. Each defined role describes in detail information such as their 
alternative titles, deliverables, main tasks, essential skills and knowledge, e-Competences, 
etc. 



REWIRE - Cybersecurity Skills Alliance 

A New Vision for Europe 

R4.3.1 REWIRE Cyber Range Scenario and 
Development Framework 

 

PUBLIC 

  

15 

In addition, the framework holds up the design of cybersecurity-related training programs, 
redesigning curriculums or collaboration across institutions in learning programs. It can be 
used to define learning outcomes, difficulty, evaluations, assessments, or needed skills and 
knowledge. Another advantage is an easy expansion to Europe thanks to the unification of 
terminology. 

 

 

Figure 1: ECSF profiles guiding cybersecurity professional learning [2] 

It is essential to always consider technological developments, rapidly changing requirements, 
and the emergence of new job positions. 

The MITRE framework is known as a knowledge base following up real-world cyber adversary 
tactics and techniques. The framework reflects the various phases of an adversary's attack 
lifecycle and the platforms they are known to target. It can be used to identify security gaps 
and prioritize mitigations based on risk. MITRE ATT&CK Framework covers these fourteen 
categorized areas ς Reconnaissance, Resource Development, Initial Access, Execution, 
Persistence, Privilege Escalation, Defense Evasion, Credential Access, Discovery, Lateral 
Movement, Collection, Command and Control, Exfiltration, Impact. In 2020, there are about 
245 techniques in the Enterprise model, with MITRE regularly updating the discovered 
techniques by both cybersecurity researchers and hackers alike [22]. Each technique is 
described in more detail, connected to the related list of sub-techniques, a list of known 
mitigation methods and detection methods, written down related references, and additional 
resources related to the technique. 

MITRE ATT&CK framework can be used as an inspiration while creating learning scenarios 
based on real situations. It can help participations get the required knowledge to detect 
threats to their organizations. Emphasis on practicing red and blue team skills may be applied. 
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Figure 2: MITRE ATT&CK Matrix for Kubernetes [23] 

Define the Learning Goals 

To define the learning goals, we can use several approaches. Bloom´s taxonomy, created by 
Benjamin S. Bloom is one of the frequently used tools for defining the cognitive aims of 
education. It can be used while creating own educational scenarios because it helps to 
determine a difficulty, plan, and control the scholarly outputs. Bloom´s taxonomy comprises 
six areas to connect and develop each other. They are expressed by words:  

¶ Knowledge,  

¶ Understanding,  

¶ Application,  

¶ Analysis,  

¶ Synthesis,  

¶ Evaluation. 

These mentioned words are often complemented by other action words, primarily verbs 
helping to specify practical skills and abilities. For example, knowledge is linked to words such 
as define, describe, and memorize; application is related to words such as prepare, apply, and 
solve; analysis is related to words such as differentiate, select, or classify. 
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Figure 3: The example of revised Bloom´s Taxonomy [24] 

Using Bloom´s taxonomy while creating the scenario can help meaningfully formulate 
individual units and avoid favoring higher-level outcomes over lower-level ones, which is 
important for making the required progress. Concurrently could help to design valid 
assessment tasks and strategies and even plan and deliver appropriate instruction [25]. 
BloomΩs taxonomy can be used as a tool for an individual attitude where needed. It also helps 
students to track their own study path and progress. Eventually, they can base their new 
learning goals and actively try to achieve them. 

Scenario Design and Deployment 

One way to meet the learning objectives is to use real-life situations in which the scenario 
plays a major role. This so-called scenario-based learning provides a relatable and relevant 
learning experience through an immersive and highly engaging approach [26]. A scenario is 
seen as a postulated sequence of possible events that allow students to actively engage in 
the learning process. 

To be fully effective, the dry run phase should be implemented within this step. In the dry run 
phase, different scenario properties are checked to identify whether the deployed scenario 
fulfills the specified requirements in the scenario model [27]. It can be divided into manual 
and automated testing both executed by professional preparing the cyber range. 

Creating learning experiences which appeal to personalized characteristics, specific skillset 
and background knowledge might improve the motivation rates of the learning programs and 
enhance the learning outcomes [28].  
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Therefore, a systematic approach should be used to set learning outcomes from existing 
approaches that involve security scenarios. This can result in some kind of taxonomy 
according to the details of the scenario. More ǎǇŜŎƛŬŎŀƭƭȅΣ Cyber Ranges should ŘŜŬƴŜ ǘhe 
following: 

1. the purpose of the scenario, 
2. the topology and the environment where the scenario takes place, 
3. a basic storyline that the trainees follow, 
4. the type of environment (static or dynamic), 
5. the domain and the main topic, 
6. the tools which will be used [29]. 

To be fully functional, other important factors such as motivation or engagement must be 
considered. In the Keller's model of motivation [30], the concepts of Attention, Confidence, 
Relevance and Satisfaction are specified. Those can be easily linked to described scenario 
design that improves learning outcomes in case of immersion and engagement. Another 
element that supports scenario-related motivation is gamification. This is characterised by 
the embedding of game elements into the scenario passage (e.g. problem solving challenges, 
rewards ands scoreboards, storytelling elements). 

Evaluation 

Scenario lacking realism and flexibility can create barriers for learning. In this case, using some 
evaluation methods is highly recommended. Measurement of skill progression is important 
to demonstrate what the participant has learned. Improvement can be quantified through 
the continuous assessments (mostly before and after the passing the scenario). An 
assessment can demonstrate learning for the participant and highlight areas of the scenario 
that need to be refined for maximum learning [31]. 

4.2. Open Format 

As mentioned, in cybersecurity we face a noticeable shortage of experts, but also skills gaps 
and lack of diversity. One of the reasons for this may be the different was the lack of an even 
distribution of cybersecurity education in the EU member states [1]. That is why we need to 
make this education as accessible as possible to all and promote its openness. One way to do 
this is to use open formats for the description of technical environment, through content, to 
ready-made artifacts applicable in various contexts [32]. For example, KYPO Cyber Range 
Platform uses JSON (Java Script Object Notation) syntax for its excellent capability to 
represent objects with minimum or no changes in data structure. This allows already created 
cybersecurity scenarios to be used by multiple entities without much difficulty in sharing 
them.  
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5. SCENARIO DESIGN PROCESS 
This chapter covers the scenario design process of hands-on cybersecurity training for a cyber 
range. The process is created in a generic way to suit internal and external customers, so the 
process can be used to prepare training for in-house training, student education, and 
professionals of an external organization. The process is also designed as platform-
independent as possible needless to say, the utilization of KYPO Cyber Range Platforms for 
above-mentioned education activities strongly influenced it. 

The authors' goal is to create a process that allows standardized and repeatable development 
of hands-on scenarios for training and to limit misunderstandings between various parties 
with different points of view and experiences. For these reasons, the design, development, 
and execution of a hands-on training scenario for a cyber range platform is covered.  

The theory behind the proposed scenario design process is strongly based on continual 
improvement processes (e. g. PDCA) and agile development ideas. Utilization of available 
frameworks is also strongly advised. The main reasons are to adapt well-known and 
established development management methods rather than developing new ones and 
providing common communication ground with already available frameworks. 

 

 

Figure 4: Scenario Design Process 

5.1. Analytical Phase 

The analytical phase covers the first step of the whole process. Its purpose is to define initial 
requirements and boundaries with a customer. It can be perceived as a high-level view of 
scenario development and training, similar to any canvas method. The goal is to cover all the 
bases (e. g., analysis of needs, target group, goals, length, and structure), not going into much 
detail. 
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The person running this initial analysis needs to be highly skilled, especially when dealing with 
external customers, to be able to deliver training according to customer needs. Checklists and 
structured forms are extremely helpful in this phase. 

5.2. Definition Phase 

The essential task in the definition phase is taking input from the initial analytical phase and 
defining the scenario itself. First, are defined scenario objectives based on the goal(s) and 
target group, and second are defined technical characteristics, schedule, support 
materials/tools, type of training (on-site/remote), and way of content delivery (class/self-
paced). It is strongly advised to require internal and customer feedback at this point.  

An accurate description at this moment ensures smooth communication between education 
experts, experts on cybersecurity, and system administrators or another role responsible for 
creating the physical representation of the scenario in the respective cyber range. A simple 
table, as shown below, can be a valuable tool for maintaining clarity. 

 

Figure 5: Description of the scenario in the design phase 
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5.3. Development Phase 

The development phase is focused on the development of the scenario itself, and it is divided 
into two parts.  

The technical part focuses on developing a virtual infrastructure like networking and virtual 
machines with requested services, users, and other configurations. It is crucial to keep in mind 
that implementation of vulnerabilities, exploits, and malware can be requested. The 
developers should build repositories of vulnerable software, exploits, and malware for their 
scenarios. Public services can be closed, or vulnerable services replaced in the repositories. 
All these events may render the scenario inoperable. 

The development of the educational part is mainly focused on structuring the training, 
preparing support materials, and grading if needed. 

Like any other software, testing the scenario before actual use during training is necessary. 
Two types of tests should be deployed to ensure the goal. The first type is focused on testing 
that the scenario is working as intended, services are up and running, etc. The second 
acceptance test is focused on determining if the developed scenario (training) delivers what 
was promised and if it has an appropriate difficulty level. 

5.4. Delivery Phase 

The delivery phase is centered around executing the scenario by running a class for students 
or training professionals. It is important to collect feedback on the developed content in both 
parts. The easiest way is to collect feedback from trainees immediately as an integral part of 
the class/training. From the author's experience, the questionaries' return rate and the 
answers' quality decreases heavily over time. 

The other way of delivery is releasing the scenario for later use through uploading to a 
marketplace. In this case, processes must be in place to ensure the quality of the delivered 
content and that feedback reaches the authors of the scenario. 

5.5. Improvement Phase 

The last phase of the process is focused on incorporating collected feedback. Its goal is to 
maintain or upgrade a developed scenario continuously. Due to the nature of most of the 
materials is recommended to use a version control system to keep track of changes and to 
roll back to the previous version if needed. 
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6. SCENARIO IMPLEMENTATION IN KYPO CRP 

6.1. Terminology 

To begin the description of the scenario implementation the KYPO CRP, it is essential to be 
familiarized with the terminology used in the platform. The following basic terms will be used 
in the following sections: 

Emulated Virtual Environment 

When creating and using an emulated virtual environment, the following terms are used: 

¶ Sandbox: This is an isolated testing environment with virtual networks that enable 
users to connect to virtual machines (VMs) and communicate with the rest of the 
network, the host machine, and other VMs. Programs can be run, network services 
can be used, or network traffic can be monitored within the VMs without affecting the 
external infrastructure. There are currently two types of sandboxes: 

o Cloud sandbox: This runs within the cloud and is remotely accessible. 
o Local sandbox: This is created within a local computer using the Vagrant tool 

along with the VirtualBox virtualization tool. 

¶ Sandbox Definition: This defines the internal structure of the sandboxes (networks 
and hosts) and user customization of the hosts. It consists of two parts:  

o Topology Definition: The file with the sandbox structure definition (hosts, 
routers, networks, etc.). 

o Sandbox Provisioning: It is used to customize Topology Instances, e.g., set up 
an environment, create users, install packages, etc. Sandbox Provisioning must 
specify how to connect to instances, e.g., user name and SSH key. The Ansible 
tool is used to perform these actions. 

¶ Pool: This is a group of cloud sandboxes created based on the same sandbox 
definition. 

Training 

KYPO training is centered around the sandbox, where trainees solve tasks presented in KYPO 
GUI. KYPO training can also contain questionnaires to collect feedback from trainees or tests 
to assess their knowledge. The following terms are used in the context of training: 

¶ Training Definition: This defines the scenario of the training. Definitions can be 
composed of levels or phases depending on their type. Linear definitions can contain 
Training levels, Assessment levels, and Info levels. Adaptive definitions can be 
composed of Training phases, Questionnaire phases, and Info phases. 

¶ Training Instance: This specifies the time period in which players can access training. 
Each training instance also defines one of the following environments: 

o Cloud Environment (default): Cloud sandboxes are used during the training, 
and a pool of sandboxes must be assigned to the training instance. 



REWIRE - Cybersecurity Skills Alliance 

A New Vision for Europe 

R4.3.1 REWIRE Cyber Range Scenario and 
Development Framework 

 

PUBLIC 

  

23 

o Local Environment: Local sandboxes are used during the training, and a 
sandbox definition can be assigned to the training instance so trainees can 
view the topology. 

¶ Training Run: This is a single run of training for a particular trainee. Each run has an 
assigned sandbox from the pool or uses the trainee's own local sandbox. 

6.2. User roles 

The available functionalities of the KYPO Portal depend on the user's assigned role. There are 
three primary roles that grant different levels of access to various pages and functionalities 
within the KYPO Portal. 

¶ Trainees: everyone who has access to the portal and wishes to participate in training 
can perform actions within the linear or adaptive Training run pages. In fact, when 
trainees log in to the portal, they are directly redirected to the Training Run Overview 
Page. 
 

 

Figure 6. KYPO panel for trainees 

¶ Instructors: they are responsible for creating and preparing training materials and 
sandboxes. They are given access to pages such as Linear Training definitions, 
Adaptive Training definitions, and Training instances, which enable them to manage 
and oversee the training process. Additionally, they can manage Sandboxes, Pools, 
and Resources pages. 
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Figure 7. KYPO panel for instructors 

¶ Administrators: they are responsible for managing the entire KYPO CRP instance. They 
possess access to all of the aforementioned pages within the KYPO Portal and have 
the authority to manage entities such as users, groups, and microservices in the 
Administration pages. 
 

 

Figure 8. KYPO panel for administrators  

 
















































































































