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1. EXECUTIVE SUMMA

With a growing need for more cybersecurity experts, cyber ranges started being utilized as
state-of-the-art tools for hand=on training and education several years ago. Unfortunately
cyber ranges are not as widespread as they could be till today due to two main constraints
the cost of the cyber range itself and the lack of available quality content. The latter issue is
addressed in this document. Scenario for a cyber range, instedled content, is a
complicated multidisciplinary project if it is supposed to be built correctly and have high
quality. It is necessary to use knowledge of IT and network engineering together with
knowledge of virtualization, andragogy, and cyber séguri

The document focuses on defining basic knowledge for scebased learning in cyber
ranges and later defining a scenario design process and its implementation in the KYPO Cyber
Range Platform (CRP). The design process is based on common contimoakemegnt
processes like PD@Rlan Do Check A&nd should provide a generic checklist and guidance
during content development for any cyber range. More technical details are made available
for KYPO CRP and scenario implementation there. The last phe dbcument is focused

on a scenariesharing platform that is crucial for creating a common place for collaboration
and exchange of scenarios between organizations actively using KYPO CRP to train
professionals or educate students.
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2. INTRODUCTION

After deploying the REWIRE Cyber Range, powered by KYPO CRP, the next step in developing
REWIRE courses is to provide a tool for partners and other stakeholders interested in defining,
designing, and implementing scenarios in the Cyber Range. These scenariasesieaH

world challenges in a ridkee, controlled environment and can be customized to specific
learning objectives and scenarios, from basic training to advanced persistent threat
simulations. Participants use tools like virtual machines and attagksto develop practical
cybersecurity skills, improving their ability to detect, respond to, and prevent cyberattacks.

This document proposes a stabé-the-art approach to demonstrate various perspectives on
creating exercises and hands activities. t also presents a scenarlmased learning
methodology and recommended steps to follow. After outlining the overview and
methodology, it presents the scenario design process and the different phases to follow.
Regarding the REWIRE Cyber Range and how toydegenarios, the document provides a
scenario implementation description, showing the platform's terminology, architecture, and
the detailed process for developing scenarios. Finally, it describes the scenario sharing
platform, including its approach andquirements
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3.STATE OF THE ART

Cybersecurity is an increasingly important topic in today's digital world, as businesses and
individuals become more reliant on technology for daily operations and communication.
However, the need for cybersecurity meassireften outstrips the number of experts
available to implement and maintain them. This can lead to vulnerabilities and breaches that
can have serious consequences for individuals, businesses, and even nations.

Europe is particularly affected by the shoréagf cybersecurity experts, as the demand for
these skills has grown rapidly in recent years. This has led to a skills gap in the field, which is
exacerbated by the fact that cybersecurity is a complaxltidisciplinaryand constantly
evolving area thatequires ongoing training and educati¢t]. Discovering, addressing, and
updating the necessary security skills is not an easy task. Given the need to find cybersecurity
professionals, companies, governments, and academia dafieed their needed profiles

and related skills in an adoc manner, resulting in a large set of diverse definitions for the
same needs. This has led to the need for homogenization of these profiles and skills to align
the European perspective and thus bble to create more efficient training programs that

are capable of meeting the current and future training needs. The most remarkable outcome
of these efforts is ENISA's ECZFwhich has successfully redefined/reduced ageeurity
profiles obtaining 12 profiles covering all necessary current skills (it also has an updating
process for the inclusion of future skills).

To address the skills gap, European governments and businesses are investing in education
and training progams to help develop the next generation of cybersecurity experts. Some
countries dso offer incentives to attract talent from abroad, while others partveith
academic institutions to create specialized cybersecurity progi@m$o ensure that training

is effective and meets the needs of Europe, cybersecurity education and training programs
should focus on providing training for the 12 profiles identified in ENISA's ECSF-.

Despite these efforts, the shortage of cybersecugigperts remains a challenge, and it is
likely that demand will continue to outstrip supply for the foreseeable future. This highlights
the need for continued investment in education and training programdthe importance

of promoting cybersecurity as aeer path to attract more talent to the field. There are
multiple initiatives across Europe that encourage the importance of cybersecurity from an
early age, which can lead to increased interest from young people in adopting a career in
cybersecurity lateon[4]. Providing a good guide to teachers of the basic levels of education
is crucial. A guide with attractive and interesting content that arouses curiosity to specialize
in cybersecurity field, at the same time that itgonotes awareness of cybersecurity and
highlights the need for experts in the cybersecurity sector. The CONCORDIA project proposes
high-school teachers teaching methodology and materials for them to adopt with their pupils
(coveing cybersafety and cybersanty topics)[4].
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Creating training programs that adapt to current cybersecurity needs is not trivial. According
to a study conducted by the CONCORPidject [5], numerous cybersecurity coursesea
available in the market, with many free optiomsn MOOC platforms. These courses are
particularly attractive to employees, as they offer flexibility in terms of studying time and can
be tailored to their professional commitments. Additionally, faoeace courses for middle

and senior managers, as well as technical experts training in cyber ranges, are popular
choices. The study also highlighted several popular cybersecurity learning platforms, including
those identified by CONCORDIA and ECSO sureeysefa, edX, LinkedIn Learning, Cybrary
platform, ISACAonline, offline and mixed courses at different levels, Udacity platform and
Cyberwiser.There are also multiple offers of European Master's educational programs
(university level) that cover the défent skills and knowledge needs within cybersecurity. The
CyberSec4Europproject collects a large number of them, classify the skills and knowledge
they cover and the country members of the EU that offer these coy&el$ should be noted

that while the listed cybersecurity educationsblutionsin the EU are aimed at the same
market, each platform has structured its course content based on the education provider
model, without reference to any common competence or skdinfework. As a result, it
becomes challenging to compare the various offers and their ag@éalhen, the current
training programs suffer from a lack of consistency in incorporating a competency framework
and career path inheir design. As a result, individuals face difficulty in selecting the
appropriate course to meet their educational needs or professional requirements. Various
challenges hinder cybersecurity education, such as a shortage of cybersecurity educators,
inadequate industry engagement, limited knowledge of the job market, outdated or
impractical educational platforms, and difficulties in keeping up with external developments.
The/ hb/ hw5L! LINE 2 vethoddoyor tBeNEehtion Bl déployiment of new
courses and/or teaching materials for cybersecurity professiéfidlgshat aims addressing

this issue by considering the actual needs of both the industry impacted by cybersecurity and
the industry professionalOn the otherhand, CyberSec4Europe project dedicate part of its
efforts to establish a framework focybersecurity professional categories and a skill level
scale to aid in developing educational resources and criteria for demonstrating qualifications.
The frameworkproposed enables the visualization of essentieyberecurity skills and
provides guidelines and tools for designing capability building instruments. This includes
identifying knowledge units and curricula, specifying learning objectives and competencies,
developing training and awareness, and conducting activities to apply and test such
competencieq8][9]. The pilot projects CONCORDIA and CyberSec4Eulegye dedicated
resourcesto create a Europeareducation ecosystem that addresses the needs of
cybersecurity skills and knowledge

Regardless of the structure of the training course, the competencies it covers, and its
objectives, there is a key issue to address: what is the most efficient way atch te
cybersecuritySeveral methodologies can be effective for teaching cybersecurity, depending
on the audience, the level of technical expertise required, and the training .gSalsie
examples are presented below:
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1 Handson training. It involves providingpractical exercises and simulations that
enable students to apply their knowledge in re@@rld scenarios. It is especially
effective for teaching technical skills such as network security, vulnerability
assessments, and penetration testing.

1 Scenariebasel learning.It involves presenting students with realistic scenarios that
require them to apply cybersecurity concepts and techniques to solve problems.
Scenariebased learning can help students develop critical thinking skills and prepare
them to handle ealworld security incidents.

1 Gamification.It involves turning cybersecurity training into a game, which can make
the learning experience more engaging and interactive. Gamification can be especially
effective for teaching cybersecurity to ndechnical enployees, who may find
traditional training methods dull or intimidatind.0][11][12].

1 Blended learning.lt combines different types of training, such as online courses,
classroom lectures, and hands exercises, to provide a comprehensive learning
experience. Blended learning can help accommodate different learning styles and
provide flexibility for students with busy schedules.

1 Certification programs.It involves prowing training that prepares students for
industry-standard certification exams, such as CompTIA Security+ or Certified
Information Systems Security Professional (CISSP). Certification programs can provide
a clear path for students to demonstrate their expse and enhance their job
prospects.

The most effective methodology for teaching cybersecurity will depend on the specific needs
and goals of the students and the organization providing the training. REWIRE's approach to
conducting these training coursessembles the Blended Learning method, leveraging the
potential of VLEs (Virtual Learning Environments) to incorporate online courses that combine
theory and practice. The practical aspect can be covered in various ways, throughdmands
training or scendo-based learning, depending on the course and the training needs and
objectives for each profile addressed. The crucial aspect here, particularly for the training of
more technical skills, is how to support the practical learning.

In the last few yearsTestbeds and Cyber Ranges focused on the cybersecurity sector have
proliferated precisely to respond to the technical training needs of professionals and
newcomers in the industry. The systematic literature review of unclassified cyber ranges and
securitytestbeds done i13], found that interest in Cyber Ranges and security Testbeds has
increased in recent years and scenarios play a major role in their development for testing,
experimentation, and education. These scenarios axecuted on emulated, simulated,
hybrid, and real equipment environments, and can be either static or dynamic. Most use cases
focus on red and blue team training, but attention needs to be given to white and green teams
for scenario development and magament. There is a trend towards the use of autonomous
teams to reduce the time required for cyber security exercises, tests, and experiments, but
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methods to model their behavior are missing. Hybrid environments that combine emulation,
simulation, and reabquipment are used to create realistic cyber security environments.
Despite some aspects that need more attention and improvement in their implementation,
seems that both Cyber Ranges and Cybersecurity Testbeds are viable solutions to support
education au training in the necessary skills at the European level.

Cyber Ranges provide trainees with closed and controlled environments that include all the
necessary tools, networks, and user simulations for training and education purposes. By doing
so, they enale trainees to practice realistic scenarios that would otherwise be impossible to
execute, while minimizing the risk of a threat getting out of control. Once the great usefulness
of cyber ranges for cybersecurity education has been determined, it is sege® know how

to operate them and how to create the most suitable training scenarios to address the
necessary skills according to the training that is to be carried out. There exist several platforms
like Deterlab, eLearning Security, The Hacker Accgdéiffensive Security, SmallWorld,
KYPO CRP, among oth¢tg]. While the documentation for each platform thoroughly
explains its characteristics, functionalities, architecture, and modules, there is a lack of
standardizationn scenario building. Although each platform typically provides toolkits or a
Scenario Definition Language to assist users in designing their exercises, it is unclear which
important aspects need to be considered when creating a scenario for a specifizspusp

for covering specific needs.

Researchers if13] present a generic definition of how a cybersecurity scenario inside a cyber
range should be deployed or which things should be considered to deploy it. A scenario
definesthe execution environment and the storyline with the execution steps of the training
exercise to be conducted. A generic characterization of a scenario, as presented in this
systematic review of several cyber ranges, addresses the following elementdévdleped:

1 Purpose To define the objectives of the scenario. For Cyber Range environment this
means, i.e. the execution of a cyber security training exercise (education) or the
experimentation validation of new cyber security tools and techniques (reb¢aWe
can extrapolate this concept as the purpose desired of the training under
development.

1 Scenario Descriptiont represents all the information and metaformation required
to deploy and execute the scenario. The scenario description should inatudast
the scenario model definition which describe (depending on the overall capabilities of
the CR): virtual machines/containers, networks and connections with the
machines/containers, the storyline, monitoring hooks, tool configuration. Beside the
required information to provision the environment, other meta information could be
included: title, purpose, scoring, type, hints, writeup, different categorizations etc.
The scenarios can be statically defined based on specific scripts or use some form of
Infrastructure as Code (1aC).
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1 Storyline It describes how the exercise will be executed. The actions that can be done
and events that build the scenario, and also triggered events that are different than
K248 SELISOGSRI RSLISY Rstoyhhe cnbtituded therodeyallil a O
understating and controlling of the scenario (how the exercise will be executed).

1 Type It can be static or dynamic. In a static scenario no changes are applied during
the execution of the exercise. In a dynamic scendngrd is a dynamic component
that will make changes during the execution of the scenario. For example, a simulator,
or a traffic generator that can be injected, or executed, during the exercise.

1 Domain The domain indicates the application domain of thensce®. Examples:
hybrid network applications, Networking, SCADA systems, social engineering, 0T
systems, critical infrastructure, Cloud based systems, and autonomous systems.

i Tools The tools needed for the creation of the environment of the scenario/and
the tools which are used in the development of a storyline.

1 Lifecycle/Management It involves creating, generating, editing, deploying and
executing a cyber security scenario (components, dashboards, automation
techniques). (1) Creation/editing: A dgser dashboard or components to generate
cyber security scenarios using different automation techniques. Mostly Cyber Range
scenarios are created in human readable languages like XML and JSON. (2)
Deployment: components responsible for deploying networdorgces, applications,
vulnerable software or systems, etc. (3) Execution: module that can control the
scenario flow, like start, stop and pause scenario execution (orchestration). (4)
Generation: components that are used to generate different events witihie
scenario execution (i.e. automatic attacks, traffic generation).

As described ifiL5], a scenario should address an existing potential cyber incident and a clear
characterization is needed to (1) provide a common ternaggl in scenario description
facilitating communication among the community and (2) classify the literature in identifying
emphasized and overlooked study areas. Researchers conclude that finding elements that can
be included in a typical cybersecurity saeo is important. They define the following broad
scenario elements: (1) An attack€R) Users that the attacker targets initially, (3) A cyber
system and data that the attacker targets, (4) System security personnel that detects the
incident, (5) Interations between the attacker, users, the system and the security personnel
and, (6) A wide network infrastructure that facilitates connection between cyber systems and
people.

In[16] researchers of Cyberwiser project descrilsanario development method composed
of two major components. The first, th®cenario Design Workflow (SDWf descript the
steps of the development method, the participating roles and their interaction. It follows an
iterative approach between its steps allow the creation of complex scenarios. The different
steps are: (1)Designing- Description of network design, application configuration and
timeline of events which generates the Scenario Design Request (SBReg@)n- Creates

10
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the scenario anéssess whether all the necessary information regarding the configuration of
the advanced platform components has been provided, \(8)idation - The scenario is
checked for completeness, correctness and any asset requestdng@@ntiation - The
scenario is instantiated and the next step/component is notified, (3esting and
configuration- The scenario is tested to verify that it meets the needs of the training and, (6)
Finalization¢ Scenario is ready to its execution. The second componentSBRwhich
contains all the necessary information required to create a scenario. It is arb$s&pp
approach, composed by the following steps:

1 General Scenario informationOverview (Name, description, motivation, Duration,
Categogy, Type)

1 Network topology.infrastructural layout of the scenario. Network topology diagram
and the required information for each component. Name, description, operating
system, virtual machine details, Policies (when applies), and network interface of
gateways, workstations, serveidetwork (virtual switch), external network (switch to
connect to real HW/world), Network appliance (representing physical device), Server
appliance (physical server)

91 Application configuration.Name, description, version, Configuration details of each
application.

Timeline.Definition of events and triggered events (start, stop, actor, action, event).
Access control and visibilitfRole Access Based Control mechanism.

Performance Evaluatiorvia the Performance evaluator (scenario monitoring, impact
assessment, and the provision of a captured flag or test in a questionnaire). Name,
description, evaluation method.

1 Scenario filesFiles necessary to the execution of the scenario. Possible files to be
included: Exercise description, Step-step instructons, Packet captures, Malwares,
Configuration files, Disk images files, Memory image files.

1 Questionnaire. Multiple questionnaires can be added. Name of questionnaire,
description, passing score, user, question 1, answer mode, answer, answer score,
gueston hints, penalty points.

Moreover, 11 different examples and scenario designs are presentgtblneach one of
them explained with Description, Network topology, Training flow and Scenario files.

When designing and impleméng a scenario, it is important to consider incorporating a
built-in Q&A system or similar activities. This feature allows for the collection of valuable
information on the trainees' learning progress. If the Cyber Range includes tools and
mechanisms to pdorm and visualize the results, trainees can receive instant feedback on
their performance and progress during the exercise. Additionally, trainers and instructors can
track the level of knowledge acquired by the trainees effectively.
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Considering the reeied literature, creating an effective cybersecurity exercise that will help
participants develop the skills and knowledge they need requires careful planning and
execution. The following are fundamental steps to consider:

1 Define the objectivesThe firststep is to clearly define the learning objectives of the
exercise. Determine the specific skills and knowlegige want participants to learn
through the exercise (what are the specific cybersecurity threlagsexercise will
address?). Defining clear lewng objectives will help to design an exercise that is
effective in meeting the skills addressed.

1 Choose the scenaridChoose a realistic scenameplicating realworld cybersecurity
threats and allowingparticipants to practice the skills and knowledtey should
learn. The scenario should be challenging but not overwhelming. Scenario should
consider participants' roles and skill levels.

0 Select the appropriate tools and softwar€hoose the tools and software that
will be used in the exercise. This maglude virtual machines, networking
equipment, operating systems, and cybersecurity tools. Make sure that the
tools and software are appropriate for the skill level of the participants.

o Design the environmentCreate a simulated environment to replicathet
realworld scenario where participants can practice their skills. This may
include setting up virtual machines, configuring networks, and creating
security vulnerabilities that participants will need to identify and fix.

1 Develop the exercise materialreate the materials that participants will need to
complete the exercise, such as lab manuals, instructions, case studies, mock systems,
and data sets. Make sure that the materials are realistic and relevant to the scenario
and also clear, concise, andsyato follow.

1 Define the rules of the exerciseDefine the rules of the exercise, such as the time
limit, the objectives, and the evaluation criteria. Make sure that the rules are clear and
easy to understand andearly show the exercise's expectationsidimitations

1 Conduct a pilot test.Before conducting the exercise with a large group, conduct a
pilot test with a small group to identify any issues or challenges that need to be
addressed.

1 Conduct the exerciseConduct the exercise with the participanfgoviding guidance
and support as needed. Encourage participants to work together and share their
knowledge and expertise.

o Monitor progress and provide feedbackMonitor participants' progress
throughout the exercise and provide feedback to help themriowp their
skills. This can include identifying areas for improvement, providing
suggestions for alternative approaches, and recognizing areas of success.
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1 Evaluate:After the exercise is complete, debrief the participants to discuss what
worked well and wht could be improved. Evaluate the exercise based on the defined
objectives and make any necessary adjustments for future exercises.

Designing and implementing a cybersecurity exercise tailored to the learning of specific skills
takes a lot of time. In fdcone of the limitations encountered regarding the creation of
exercises and scenarios for Cyber Ranges is that sharing this work is difficult because each
platform uses its solution for scenario design and implementation. One of the goals in
developing @ber Ranges should be to standardize these developments to make sharing

easier[17][18].
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4. CYBER RANGE ANOENARIBASED LEARWG
4.1. Basic Theory

Cybersecurity education is full of challenges. The enirrknowledge and trends are
transferred to the educational process with a delay, due to the constant development of this
field. The practicality and usefulness of this education is also an ¢dfigecentral theme of

this concern is training versus edtica [19]. While education tends to focus on the reasons,
the theory and the mechanisms behind the material, training supports both the creation of a
sustained workforce pipeline and the professional development. That is whyeed a
mechanism to ensure that students gain required knowledge, skills, and competencies.

Such a mechanism can take the form of a specific methodology, with the help of which we
define important parameters for effective cybersecurity education. For gtenunder these
steps:

1. Choose a Framework,

2. Define the Learning Goals,

3. Scenario Design and Deployment,
4. Evaluation20].

Choose a Framework

Thechoiceof a cybersecurityeducationafframework is mainly defined by the learning needs
related to knowledge, skills and abilities that are needed to develop. In this case, most
relevent cybersecurity frameworks are European Cybersecurity Skills Framework (ECSF) by
ENISA and MITRE ATT&G@tamework.

European agency ENISA focused on cybersecurity, developed a European Cybersecurity Skills
Framework. The frameworks used as a tool to help identify and articulate tasks,
competencies, skills, and knowledge associated with the roles of European cybersecurity
professionals. It helps to create terminology for better understanding between individuals,
employers, and praders of learning activities. Simultaneously the framework is used to
reduce knowledge gaps and brings many other benefits to different target groups, such as
policymakers angjovernment stakeholders, organizations, professicasgociations, etc. It
alsohelps to specify offers/demands in the labor mark2t].

There is name and define 12 cybersecurity roles in total with their competencies, knowledge,
and responsibilitieg Chief Information Security Officer (CISO); Cybedémti Responder;
Cyber LegaRolicy & Compliance Officer; Cyber Threat Intelligence Specialist; Cybersecurity
Architect, Cybersecurity Auditor; Cybersecurity Educator; Cybersecurity Implementer;
Cybersecurity Researcher; Cybersecurity Risk Manager; ChHgitahsics Investigator and
Penetration Testef2]. Each defined role describes in detail information such as their
alternative titles, deliverables, main tasks, essential skills and knowledgempetences,

etc.
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In addition,the framework holds up the design of cybersecur#jated training programs,
redesigning curriculums or collaboration across institutions in learning programs. It can be
used to define learning outcomes, difficulty, evaluations, assessments, or needlschsii
knowledge. Another advantage is an easy expansion to Europe thanks to the unification of
terminology.

ECSF Role Profile(s) Learning Programme

Skills

Learning Outcomes

Knowledge q
T\ -

o

# EQF levels = Curriculum

Competences e-CF levels

Figurel: ECSF profiles guiding cybersecurity professional learf@hg

It is essentiald always consider technological developments, rapidly changing requirements,
and the emergence of new job positions.

TheMITRHEramework is known as a knowledge base following upweald cyber adversary
tactics and techniques. The framework reflects tregious phases of an adversary's attack
lifecycle and the platforms they are known to target. It can be used to identify security gaps
and prioritize mitigations based on risMITRE ATT&COKamework covers these fourteen
categorizedareas ¢ Reconnaissam; Resource Development, Initidiccess, Execution,
Persistence, Privilegéscalation, Defenseéevasion, CredentiaAccess, Discovery, Lateral
Movement, Collection, Command and Control, Exfiltration, Imdac2020, there are about
245 techniques in the HEerprise model, with MITRE regularly updating the discovered
techniques by both cybersecurity researchers and hackers iR Each technique is
described in more detail, connected to the related list of $ethniques, a &t of known
mitigation methods and detection methods, written down relatederences, and additional
resources related to the technique.

MITRE ATT&CK framework can be used as an inspiration while creating learning scenarios
based on real situations. It sahelp participations get the required knowledge to detect
threats to their organizationg€mphasis on practicing red and blue team skills may be applied.
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Figure2: MITRE ATT&CK Matrix for Kubernef{gs]

Define the Learning Goals

To define the learning goals, we can ss¥eral apppachesBloom’s taxonomycreated by
Benjamin S. Bloons one of the frequently used tools for defining the cognitive aims of
education. It can be used while creating own educational scendmoause it helps to
determine a difficulty, plan, and contrahé scholarly outputs. Bloom’s taxonomy comprises
six areas to connect and develop each otidrey are expressed by words:

1 Knowledge,

1 Understanding,
1 Application,

1 Analysis,

1 Synthesis,

1 Evaluation.

These mentioned words are often complemented by othetiam words, primarily verbs
helping to specify practical skills and abilities. For example, knowledge is linked to words such
as define, describe, and memorize; application is related to words such as prepare, apply, and
solve; analysis is related to warduch as differentiate, select, or classify.
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Bloom's Taxonomy

Produce new or original work
CREATE Design, assemble, construct, conjecture, develop, formulate, author, investigate

.

Justify a stand or decision
EVALUATE Appraise, argue, defend, judge, select, support, value, critique, weigh

Draw connections among ideas
differentiate, organise, relate, compare, contrast, distinguish, examine,

ANALYSE expertiment, question, test
Use information in new situation
APPLY Execute, implement, solve, use, demonstrate, interpret, operate,
schedule, sketch
Explain ideas or concepts
UNDERSTAND Classify, discribe, discuss, explain, identify, locate, recognize,
report, select, translate
REMEMBER Recall facts and basic concepts
define duplicate, list, memorise, repeat, state

Figure3: The example of reviseBloom’s Taxonomj24]

Using Bloom’s taxonomy while creating the scenario can help meaningfully formulate
individual unis and avoid favoring highéevel outcomes over loweevel ones, which is
important for making the required progress. Concurrently could help to design valid
assessment tasks and strategies and even plan and deliver appropriate instr{&%jon
Bloom@ taxonomy can be used as a tool for an individual attitude where neddado helps
students to track their own study path and progress. Eventually, they can base their new
learning goals and actively try to achieve them.

Scerario Design and Deployment

One way to meet the learning objectives is to use H#alsituations in which the scenario
plays a major role. This smlled scenaridased learning provides a relatable and relevant
learning experience through an immersivedanighly engaging approa¢@6]. A scenario is

seen as a postulated sequence of possible events that allow students to actively engage in
the learning process.

To be fully effective, the dry run phase should be implementediwithis step. In the dry run
phase, different scenario properties are checked to identify whether the deployed scenario
fulfills the specified requirements in the scenario moff&t]. It can be divided into manual
and automatedesting both executed by professional preparing the cyber range.

Creating learning experiences which appeap@rsonalized characteristics, specific skillset
and background knowledge might improve the motivation rates of the learning programs and
enhance the learning outcom¢28].
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Therefore, asystematic approach should be used to set learning outcomes from existing
approaches that involve security scenarios. This can result in some kind of taxonomy
according to the details of the scenario. MaieLJS O A OybdrRafgésshouldR S U fi&s (i
following:

the purposeof the scenario,

the topologyandthe environmentwherethe scenariotakesplace,
a basicstorylinethat the trainees follow,

the type of environment(staticor dynamic),

the domainand themaintopic,

the toolswhichwill be used[29].

o0k whNE

To be fully functional, other important factors such as motivation or engagemerst be
considered In the Keller's model of motitian [30], the concepts of Attention, @fidence,
Relevance and Satisfaction are specified. Those can be easily lindeddabedscenario
design that improves learning outcomes in case of immersion and engagement. Another
element that supports scenaritelated motivation is gamification. This is characterised by
the embedding of game elements into the scenario passage (e.g. problem solving challenges,
rewards ands scoreboards, storytelling elements).

Evaluation

Scenario lackg realism and flexibility can create barriers for learning. In this case, using some
evaluation methods is highly recommended. Measurement of skill progression is important
to demonstrate what the participant has learned. Improvement can be quantifieolutin

the continuous assessments (mostly before and after the passing the scenario). An
assessment can demonstrate learning for the participant and highlight areas of the scenario
that need to be refined for maximum learnifig].

4.2. Open Format

Asmentioned, in cybersecurity we face a noticeable shortage of experts, but also skills gaps
and lackof diversity. One of the reasons for this may be the different was the lack of an even
distribution of cybersecurity education in the El¢émber stated1]. That is why we need to

make this education as accessible as possible to all and promote its openness. One way to do
this is to use open formats for the description of technical environment, through content, to
readymade artifacts applicable in various contex82]. For example, KYPO Cyber Range
Platform uses JSON (Java Script Object Notation) syntax for its excellent capability to
represent objects with minimum avo changes in data structure. This allows already created
cybersecurity scenarios to be used by multiple entities without much difficulty in sharing
them.
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5. SCENARIO DESIGN PR&X

This chapter covers the scenario design process of hanaybersecurity &ining for a cyber

range. The process is created in a generic way to suit internal and external customers, so the
process can be used to prepare training forhmuse training, student education, and
professionalsof an external organization. The process also designed as platform
independent as possible needless to say, the utilization of KYPO Cyber Range Platforms for
abovementioned education activities strongly influenced it.

The authors' goal is to create a process that allows standardized and adpedevelopment

of handson scenarios for training and to limit misunderstandings between various parties
with different points of view and experiences. For these reasons, the design, development,
and execution of a hanesn training scenario for a cybeange platform is covered.

The theory behind the proposed scenario design process is strongly based on continual
improvement processes (e. g. PDCA) and agile development ideas. Utilization of available
frameworks is also strongly advised. The main reasames to adapt welknown and
established development management methods rather than developing new ones and
providing common communication ground with already available frameworks.

< INTERNAL
FEEDBACK
CUSTOMER
FEEDBACK
DEFINITION
PHASE A
DEVELOPMENT
PHASE
ANALYTICAL DELIVERY IMPROVEMENT
PHASE ’ ‘ PHASE > PHASE ’ LEVEL
- target group - scenario objectives base on goal(s) U P!
- goals oo ECSF - target group

- length - technical characteristics
- structure - schedule
- support materials/tools
- type of training (on-site/remote)
- way of content delivery (class/self-paced)

INFRASTRUCTURE

VULNERABILITIES 7 TTP (MITRE)
EXPLOITS/MALWARE

TRAINING STRUCTURE

- levels
- materials

A - time schedule
- onsite / remote
- class / self-paced
- support tools

Figure4: Scenario Design Process

5.1.  Analytical Plase

The analytical phase covers the first step of the whole process. Its purpose is to define initial
requirements and boundaries with a customer. It can be perceived as devighview of
scenario development and training, similar to any canvas methbd.goal is to cover all the
bases (e. g., analysis of needs, target group, goals, length, and structure), not going into much
detail.
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The person running this initial analysis needs to be highly skilled, especially when dealing with
external customers, tbe able to deliver training according to customer needs. Checklists and
structured forms are extremely helpful in this phase.

5.2. Definition Phase

The essential task in the definition phase is taking input from the initial analytical phase and
defining the sceario itself. First, are defined scenario objectives based on the goal(s) and
target group, and second are defined technical characteristics, schedule, support
materials/tools, type of training (osite/remote), and way of content delivery (class/self
paceal). It is strongly advised to require internal and customer feedback at this point.

An accurate description at this moment ensures smooth communication between education
experts, experts on cybersecurity, and system administrators or another role rebjpeofsi
creating the physical representation of the scenario in the respective cyber range. A simple
table, as shown below, can be a valuable tool for maintaining clarity.

Topology Definition

Machine 0s P Domain Name User Accessible
Attacker Kali (latest) 10.0.10.5 N/A Yes
Vietim Debian 10 10.0.0.20 N/A No

Attacker

Service Version Port User and password

System N/A N/A kypo:kypo
Victim
Service Version Port User and password Attack Exploit
System NJA NJA user:networking Nmap scan
vsftpd 2.3.4 (infected) 3000 same as the system Metasploit attack exploit/unix/ftp/vsftpd_234_backdoor
wordpress X 80 admin:adminadmin Wpscan attack + Metasploit attack exploit/usenix/webapp/wp_admin_shell_upload
ssh server X 22 same as the system Bruteforce with Hydra
mysql X 3306 - -

Requirements
« Openstack project with default images
+ KYPO instance running in the Openstack project

« Account for the KYPO instance with privileges to create and run trainings and sandboxes
+ SSH access to the kypo-proxy-jump

Figure5: Description of the scenario in the design phase
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5.3. Development Phase

The development phase is focused on the development of the scenario itself, and it is divided
into two parts.

The technical part focuses on developing a virtual infrastructure like networking and virtual
machines with requested serviseusers, and other configurations. It is crucial to keep in mind
that implementation of vulnerabilities, exploits, and malware can be requested. The
developers should build repositories of vulnerable software, exploits, and malware for their
scenarios. Phlic services can be closed, or vulnerable services replaced in the repositories.
All these events may render the scenario inoperable.

The development of the educational part is mainly focused on structuring the training,
preparing support materials, andgagling if needed.

Like any other software, testing the scenario before actual use during training is necessary.
Two types of tests should be deployed to ensure the goal. The first type is focused on testing
that the scenario is working as intended, sergice up and running, etc. The second
acceptance test is focused on determining if the developed scenario (training) delivers what
was promised and if it has an appropriate difficulty level.

5.4. Delivery Phase

The delivery phase is centered around executirgggbenario by running a class for students

or training professionals. It is important to collect feedback on the developed content in both
parts. The easiest way is to collect feedback from trainees immediately as an integral part of
the class/training. EEm the author's experience, thgquestionaries' return rate and the
answers' qualitydecreases heavily over time.

The other way of delivery is releasing the scenario for later use through uploading to a
marketplace. In this case, processes must be in gla@nsure the quality of the delivered
content and that feedback reaches the authors of the scenario.

5.5. Improvement Phase

The last phase of the process is focused on incorporating collected feedback. Its goal is to
maintain or upgrade a developed scenarimtiouously. Due to the nature of most of the
materials is recommended to use a version control system to keep track of changes and to
roll back to the previous version if needed.
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6. CENARIGMPLEMENTATION INRO CRP
6.1. Terminology

To beginthe description 6 the scenario implementatiothe KYPO CRP, itassentialto be
familiarized with the terminology used in the platform. The following basic termsheilused
in the following sections

Emulated Virtual Environment

When creating and using an emulatedtval environment, the following terms are used:

1 Sandbox This is an isolated testing environment with virtual networks that enable
users to connect to virtual machines (VMs) and communicate with the rest of the
network, the host machine, and other VMs. Brams can be run, network services
can be used, or network traffic can be monitored within the VMs without affecting the
external infrastructure. There are currently two types of sandboxes:

0 Cloud sandboxThis runs within the cloud and is remotely accdssib

0 Local sandboxThis is created withia localcomputer using the Vagrant tool
along with the VirtualBox virtualization tool.

1 Sandbox Definition This defines the internal structure of the sandboxes (networks
and hosts) and user customization of the tsdt consists of two parts:

o Topology Definition The file with the sandbox structure definition (hosts,
routers, networks, etc.).

o Sandbox Provisioningt is used to customize Topology Instances, e.g., set up
an environment, create users, install pac&agetc. Sandbox Provisioning must
specify how to connect to instances, e.g., user name and SSH key. The Ansible
tool is used to perform these actions.

1 Pool This is a group of cloud sandboxes created based on the same sandbox
definition.

Training
KYPO traing is centered around the sandbox, where trainees solve tasks presented in KYPO

GUI. KYPO training can also contain questionnaires to collect feedback from trainees or tests
to assess their knowledge. The following terms are used in the context oigain

9 Training Definition This defines the scenario of the training. Definitions can be
composed of levels or phases depending on their type. Linear definitions can contain
Training levels, Assessment levels, and Info levels. Adaptive definitions can be
composed of Training phases, Questionnaire phases, and Info phases.

1 Training InstanceThis specifies the time period in which players can access training.
Each training instance also defines one of the following environments:

0 Cloud Environmen{default): Gbud sandboxes are used during the training,
and a pool of sandboxes must be assigned to the training instance.
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o0 Local Environment Local sandboxes are used during the training, and a
sandbox definition can be assigned to the training instance so trainaes ca

view the topology.
1 Training RunThis is a single run of training for a particular trainee. Each run has an

assigned sandbox from the pool or uses the trainee's own local sandbox.

6.2. Userroles
Theavailable functionalitiesf the KYPO Portdependon theuser's assigned role. There are
three primary roles that grant different levels of access to various pages and functionalities
within the KYPO Portal.

1 Traineeseveryonewho hasaccess to the portal and wiskto participate in training

can performactionswithin the linear or adaptive Training ryseges In fact, when
trainees log in to the portal, they are directly redirected to the Training Run Overview

Page.

Training Run Overview

Access Training
I srovided by th

ceess Token Prefix *

MITRE ATT&CK Techniques

Figure6. KYPO panel for trainees

1 Instructors they are responsibldor creating and preparing training materials and
sandboxes. They are given access to pages such as Linear Training definitions,
Adaptive Training definitions, and Training instances, which enable them to manage
and oversee the training process. Additidgathey can manage Sandboxes, Pools,

and Resourcegages
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Figure7. KYPO panel for instructors

1 Administrators theyare responsible for managing the entire KYPO CRP instance. They
possess access to all of the aforementioned pagéhin the KYPO Portal and have
the authority to manage entities such as users, groups, and microservices in the
Administrationpages

Figure8. KYPO panel for administrators
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